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1. BBepgeHue

HacTtoswas MHCTpyKuMa npegHasHayeHa Ans paspelleHns npobnem, BO3HUKAKLWKX Y
knnentos OO0 "MOK OUNOXUTAIT" npu nepexoge OT AEMOHCTPaLMOHHOW Bepcun
npoayktoB |IEK DIGITAL K nMLEH3NOHHON.

2. TepMuHbI K onpeaeneHus, UCMOMNMb3yeMblie B HACTOALLEN MHCTPYKLUM

Cnucok TepMUHOB, oOnNpefenéHHbln B [OKyMeHTauun: https://support.mps-
soft.ru/Help-web/index.html?ponyatia.html https://support.mps-soft.ru/Help-
web/index.html?ponyatia.html

ABTOMaTu3upoBaHHoe pabouee mecTo - cneymanbHas (BblaeneHHasn) paboyas
CTaHuus - TrepcoHanbHbI KOMMbLIOTEP WIW cepBep, rAe YCTaHOBfeHa cpeja
ncnonHeHua MasterSCADA (pnanee - APM).

Yzen - APM wunn nporpaMmmupyembii normdeckuin KoHtponnep (gane - [MJIK).
KonTponnep, APM, cepBep, 06nako un np., KOTOpPOMY COOTBETCTBYeT peanibHOe WUnu
BUpTyanbHoe obopypoBaHue

Cpepa pa3paborkm - HCTpyMeHTanbHas cuctema (ganee - Design Time unu DT),
ncnonb3lyemasa ONA CO3[aHUA NpoeKTa, KOTOpbl BMNOCNeACTBUM 3anyckaeTca B
peanbHOM BpeMEHU Mo YNpaBfieHUEM UCMNONHUTENbHbIX Mogynen. DT He
NUuEeH3npyeTcs n pacnpocTpaHaeTcs 6ecnnaTtHo.

Cpepa McCnosiHeHMA - KoMMepyeckas (nuueH3upyemas) unun AeMOHCTPaunoHHas
cnyx6a (cepuc), yctaHaenueaemas Ha APM unu MNJIK, roe nponcxogmMt ncnonHeHue
npoekTta (panee - BHewHAa RunTime unn RT).

BcTtpoeHHbIiM RT - JgemMoHCTpauymoHHas Bepcus cpefbl  WUCNOMAHEHUA C
orpaHu4yeHneM nepuopa onpoca yCTponcTB, BKtoyaemas B coctaB Cpefbl pa3paboTku,
C NOMOLWbIO KOTOpOM pa3paboTyMk MOXEeT OCYyWeCTBMATb TeCTMpOBaHue,
pa3pabaTbiBaeMOro npoekTa.

mplc - uicnonHaemoin dann RT.

KoHdcdurypaumsa - ckomnunupoBaHHbin B DT npoekT, 3arpyxaembin B RT.

KnueHT BU3yanusaumm - npunoxeHue (6paysep ¢ nogaepxkon HTMLS), kotopoe
ncnonb3lyerca pna otobpaxeHus rpaduyeckmx OKOH (MHEMOCXeM) B pexume
ncnonHeHusa. NMogknoyaetca K cpene ncnonHeHus. (Google Chrome, Firefox n gpyrue).

USB-kno4y annapatHOM 3awmMTtbl - KOHTEWHEp, coaepXaliunm MHpopmaunmo o
nuueH3nn, B Buae new-Hakonutena (dpnewkun) (oanee - Krwou).

CepBep nuueHn3um Guardant Net - COBOKYNnHOCTb NpoOrpamMMHbIX U annapaTHbIX
CpeAcTB, NO3BOMAKLWMX WUCNONb30BaTb HOCUTENW, cogepxawue uHopMauyuw o
nuueH3uun, Ha BHelwHem ansa APM ycTpoucTtee (ganee - cepBep Koyen).

JlokanbHbIA KIIOM - KITH0Y, YCTAHOBSIEHHbLIN HA TOM Xe y3ne, rae ycraHosneH RT.

CeTeBOM KIIOM - KJTH0Y, YCTAHOBJIEHHbIV Ha CEpBEP KIHYeNn.
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MporpamMMHbIN KIIOM — KITIOY B BUAe Koga. Koy yctaHaBnmMBaeTCAa Ha TOM Xe y3re,

roe yctaHosneH RT. MmeeT npuBA3Ky K duanyeckum komnoHeHtam 1K u npekpaiiaet
paboTy B Cnyyae ux 3aMeHbl.

3. Ucnonb3yemble TUMNbI KNto4Yen (C UCTOpUEH)

3a Bcé Bpems cyuiectsoBaHus npoayktos OO0 "MK OVNOXUTAI"
NCNONb30BannChb crenyoLwme TUnbl Ktoyen:

1) SmartKey
2) Rockey
3) Guardant

Smartkey
Ncnonb3osanca po 2010 ropa ana MasterSCADA 3.X, MasterOPC (paHHue
Bepcun), PID-Expert.
He nmen Bo3MoOXHOCTeN ceTeBoro npobpoca.
BonbwnHCTBO  Takmx KnNw4yen 3ameHeHO Ha Rockey, He nognexart
yCOBEpPLUEHCTBOBAHMUIO.

Rockey
Ncnonb3osanca ¢ 2010 po 2019 roga ana MasterSCADA 3.X, MasterOPC (po
Bepcun 4), MasterSCADA 4D (sepcusa 1.0) .
NmeloTca Bepcun noKanbHOW 3awuTbl U ceTeBble KhuuM Ana npobpoca B
BUPTYyaribHble MaLUMWHbI.

Y knwyen Smartkey u Rockey otcytcTtBywoT gpawnsepbl nog Windows 8\10\11,
NOCTENEHHO Mbl BLIBOAMM UX UX SKCMyaTauum nytemMm 3ameHbl Ha Guardant.

Guardant
Ncnonb3yetca ¢ 2019 roma no Hactosawee Bpema pnsa MasterSCADA 3.X,
MasterOPC n MasterSCADA 4D.
EcTb HECKONBLKO TMNOB AaHHOro Knto4a: JlokanbHbin ko4 Sign, CeTeBou Koy
Sign Net 10, Cetesou kntoy Sign Net 50, [NporpammHbin kntoy Guardant SP.

3amMeHa KJyen annapaTHOW 3awuTbl MNPOU3BOAUTCA NYyTEM MOKYMKMK
HoBou no3uumn Guardant OS (Sign, Sign Net 10, Sign Net 50, SP3). [1n4a 3amMmeHbl
notpebyeTcs BEpHYTb CTapblil KIHOY.
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1. Sign - KoY nokanbHON 3awWmTbl, KOTOpPbIN MoXeT pabotate Ha OC Windows, Linux.
He moxeTt paboTtaTb CO cpeacTBaMmy BUPTyanu3auunm, He MMeeT BO3MOXHOCTU
npobpoca. Ha Hero ™MoOXxHO 3anucarb TOnbko 1 (oguH) RT
(ncnonHutenbHasa cuctema MasterSCADA), no ogHomy Habopy NpoTOKONOB K
RT, N-KON4YeCcTBO KJIMEHTOB M CYEeTUMKOB. Koy No3BondeT nepexoaunTb C
ogHoro NK Ha gpyrou NK nytém nepeyctaHoBkn B USB-nopT HoBoro MNK (To ecTb
npuBaA3Ka K KOHKpeTHomy K oTcyTcTtByerT).

2. Net 10 - kntoy ceteBor 3awnTbl. OH MoxeT pabotatb Ha OC Windows, Linux, a
TaK Xe Kak fiokanbHbii KoY (Sign). [aHHbIR KN4 MOXeT ObiTb NpobpoLLeH B
cpeacTsa Buptyanusauun. Ceresom knro4 Sign Net 10 moxker BbiCTynaTthb B
KauecTBe cepBepa NnUueH3upoBaHua ansa nogkniovyeHus 10 KNMeHToB K
OAHOMY Kniou4y (He nyTarb C KNIMeHTaMM Bu3yanus3auum).

3. Net 50 - kntou ceteBon 3awntbl. OH MoxeT pabotaTb Ha OC Windows, Linux, a
TaK Xe Kak NnokanbHbI Koy (Sign). [aHHbIN KN4 MoXeT ObiTb NpobpoLleH B
cpenctea Buptyanusauun. Ceresom knrou Sign Net 50 moxxer BbicTynarb B
KayecTBe cepBepa NMMuUeH3UpoBaHuAa Ana nogkniovyeHusa 50 KNMeHToB K
OAHOMY Kniouy (He nyTarb C KNIMeHTaMM Bu3yanusauum).

4. SP3- kN4 NporpaMmmMHoON 3awmTbl. He nMeeT BO3MOXHOCTM yCTaHOBKM Ha CpeACcTBa
BUpTyanusauuu. Mimeet npueA3sky K pmandecknm komnoHeHtam MK u npekpaliaet
paboty B cnyyae nx 3ameHol. Ha Hero MoX>xHo 3anucartb ToNnbko oguH RT
(ncnonHutenbHas cuctema MasterSCADA), no ogHoMy Habopy NPOTOKOSOB K
RT, N-KONMUYEeCTBO KI/IMEHTOB M CUYETUYUKOB. He uMeeT BO3MOXHOCTU
nepeHoca Ha gpyron K. 3ameHa nporpamMMHOro Krnioua Ha
thM3nueCcKun HEeBO3MOIXKHA.

AnnaparHble 1 NporpamMmMHble Koun 3awmtbl MasterSCADA CrpaHuua: 6 u3 60



1=K

DIGITAL

4. BbICTpbLIA CTapT

1. BcTtaBbTe kntou B 1K (cepBep), roe 6yneT oTKpbIBaTbCA MCMONHAEMbIN NPOEKT.

2. Ybeputecb, YTO UHAUKATOP Ha Kio4Ye ropuT 3ef1eHbiM CBETOM.
e ecnu pa, To ApanBepbl YCTaHOBIIEHbI KOPPEKTHO, AOMOSIHUTESIbHbIE
HacCTPOMKM He TpebyroTca.
e eC/lM MHAWKATOp MOpraeT, TO He06X0AMMO BPYUYHY O YCTAaHOBUTL ApaniBepbl
Knwya, npegBapuTenbHO yoanue ctapble gpanBepbl, BO3MOXHOE Hanuyune
KOTOpPbIX MOXHO nNpoBepuTb B [lncnetyepe yctponucts Windows.

.l.; Aucnetuep yoTpoicTe
Pain  Jedcteme Bwg Cnpaeka
e | @ EH BElE

v & WIN-SDUPCCTTDES
'4 Blustooth

JEY Guardant dengles
.77 Guardant Sign

MoapobHee 06 ycTaHOBKE ApaniBEpPOB CM. B M. 5 HACTOSALWEN MHCTPYKLNN.

3. (Heo6ssamesnbHo) [poBepbTE HanNu4ne Knw4va B cucteme vyepes ytunuty FindKey. na
3TOro Heo6xoaMMOo cKayaTb U pacnakoBaTb apXuB
https://download.mps-soft.ru/support/Updates/FindKey/ (JlornH: GuestSupport

Maponb: guest), 3anyctutb pann FindKey.exe, HaxaTb KHOMKY «[1OUCK».

B Mowuck knroueit = X

VACTIOMS308aTb T KIK0Ha MM FEHEDALIM KOHGHT YPaLYM

V| VickaTb noKanbHble Kowi V| VexaTe ceTesble kntoum

JlokansHble K0uM Ceresble KntouM
~ CepwiiHbiii Homep kntoua: 0X3E88437C Kntou He Haligen
Homep nuuerzun: 30015893 | Mporpamma: MasterSCADA 4D | 05/2025

Co3naTs key.ini A Bui6parHoi KodurypaLym Monac
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4. YctaHoBUTE KnroueBYyro Bepcuto Cpedsi ucnosHeHuAa (RT) n nonpobyiTte 3anyctutb

npoekT. Bce ccbinku Ha MO (aemMo 1 koMmMmepyeckue (KnoyeBble)) HaxoaaTca B
HelpDesk, B pa3saene «ba3za 3HaHnny:

https://support.iek-digital.ru/ru/knowledge base/category/2/

Heobxoanma npensaputenbHas oHNaWH-perucTpaynsa nonb3oBaTens.

(lModpobHee o cepauce «HelpDesk - uHcmpykuyusi - Knuenmam (no4yemy, 3a4em u Kak)»
https://support.iek-digital.ru/ru/knowledge base/article/74/cateqory/35/
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5. AucTpnbyTmnebl n yctaHoBka MasterSCADA

Heobxoaumo paspenatb mexay cobon ase cpefpl.
e (Cpeda paszpabomku (unu DT). Ona OC Windows (gns OC Linux BbinycK 3annaHupoBaH

Ha KoHew, 2024 r.). becnnaTtHas. B eé€ coctaB BxoauT nokanbHaa Cpeda ucno/IHeHUA.

e (peda ucnonHeHusa (unu RT) B BuUAEe CaMOCTOATENBHOro NpunoxeHnsa (BHeWHas). [Ong

OC Windows un Linux. BoamMoxHble Bepcuu:

— ©GecnnaTtHas, 6e3 orpaHu4YeHna BpEMEHN ONpoca YCTPOWUCTB, HO C OrpaHUYEHNEM
KonuyecTBa Teros (32 WT.) U C orpaHn4YeHnem (PyHKLNOHANbLHOCTW;

— bGecnnaTtHasa, 6e3 orpaHnyeHusa yHKUMOHaNbHbIX BO3MOXHOCTen, 6e3
orpaHuM4YeHua Komu4yecTBa TeroB, HO C OrpaHU4YeHWEM BpeMeHW onpoca
yctponcTts (1 vac);

— nnatHas (OHa Xe KOMMep4yecKas, FNULEeH3WOHHas, Knw4yeBas) C Bblbopom
Konu4yecTBa Teros, NOAKMIOYEHHbIX ONUWUA U T.4,.

CwMm. Takxe https://support.mps-soft.ru/Help-web/index.html?obshaya informacia.html

JNlokanbHaa Cpeda ucnosiHeHUA aBTOMAaTUYECKN aKTUBUPYETCA Npu 3anycke npoekTa
B cny4ae, ecnu BHewHAa Cpeda ucno/siHeHUA OTCYTCTByeT, nnbO npouecchbl B Hen
oTKnto4eHbl. O TOM, 4YTO MpoUEecCbl OTKMAKYEHbl CBUAETENbCTBYET COCTOAHME
«OcTaHoBneH» B MoHutope MasterSCADA 4D:

4% MasterSCADA 4D RT 1.3 - ] X
REACTBUA:
b B e BOIS e RS if|*]|o]|s] 2] O™
MPOLIECCHI:
IDnpouecca  Mpouecc  Homep Cocrostme Mpoekr Bpems NOCNeAHero 3anycka  Bpes noceaHevi OCTaHoBKM Mocneanwi koA Bo3epaTa
mplc 0 Ocranosnen MpoexT 10 (APM 1) 13:19:07 15.08.2024 13:19:18 15.08.2024 3a 2cex 100
> nginx 13:19:00 15082024 13:19:16 15.08.2024

Ecnu BHewHaa Cpeda ucno/IHEHUA BKJKYEHaA, TO He3aBUCMMO OT TOro, OTKyAa
nponssoanTtca 3anyck npoekta (u3 DT unu RT) aaHHbIN NPOEKT 3anyCTUTCA BO BHELUHEN
Cpede ucnonHeHusa, a B MoHutope MasterSCADA 4D nosiBUTCA COCTOSAHME
«BblnonHsetcar:

4% MasterSCADA 4D RT 1.3 _ o x
nEACTBR:
b W= e B SRS i||*|[O) %] i et
NPOUECCHI:
IDnpouecca  Mpouecc | Homep Cocrostine Mpoexr Bpems MOC/eaHero 3anycka  Bpems MOC/eaHel OCTaHOBKM Mocneanw Koa Bosepata

10444 mplc 0 Boinonwsetca Mpoexr 10 (APM 1) 13:21:43 15082024 13:19:18 15082024 3a 2cex 100
S 17832 nginx Bunommercs 13:21:43 15082024 13:19:16 15.08.2024

Cpeda pa3pabomku ofHa u Ta Xe Kak ana 6ecnnatHoun, Tak u gna nnatHon Cpedsbl
ucnosHeHuAa. Cpeda pa3pabomKu noppepxuBaeT Bce pepakuum nuueHsunm Cpeosbl
ucnosnHeHuA (Lite, Standard, Pro, Enterprise) https://www.masterscada.ru/price4. lMocne
MOKYMKW U aKTMBaL MK NIMLLEH3MOHHOrO Kntoya Bbl cMoxeTe npoaonxute pa3paboTky
npoekta B ToM Xe Cpede pa3zpabomkKu, KOTOpPYK WCMONb30OBanuM B AEMO-pPEXUME.
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O6patute BHMMaHue, 4To Bepcumn Cpedsl pazpabomku n Cpedbl UCNOJHEHUA LONXHb
coBnapartb, YTOObl NpM peaakTMpoBaHMKU npoekTa B Cpede pa3pabomku ero MOXHO
66110 KOPPEKTHO Ucnonb3oBaTb B Cpede ucnosiHeHusA.

Cama Xxe nuueH3nsa noctaBnaeTca Ha knw4dax 3awmtbl Guardant. Ecnu y Bac
ycTaHoBneHa gemoBepcusi Cpedbl UCNOJIHeHUA, TO nocne npuobpeTeHns NUUeH3nn

HeobxoaAuMo nepeycTaHoBUTb Cpedy ucnosIHeHUA Ha KOMMEpPYECKYH.

5.1. AncTpubyTUBLI

Bce ccbinku Ha 10O (aemo n kommepueckue) Haxoaatca B HelpDesk B paspnene «basza
3HaHun»: https://support.iek-digital.ru/ru/knowledge base/category/2/
Heobxoanma npepBapuTenbHaa OHNaWH-perncTpaumns nonb3oBaTens.

MmaeHas - Cka4atb MO

2 0.Buasl AvcTpudytneos MasterSCADA 4D: 4 Buaa ! 3. MasterSCADA 4D: RT (cpeaa ucnonHeHus) - El 6. Modbus Universal MasterOPC Server

RT. 3 Knuerta HMIun 1 DT KnoYesas (nuueHsnpyemas) [E 7. MasterSCADA 3.x

& 1. MasterSCADA 4D: DT (cpena paspaboTku) % 4. MasterSCADA 4D - KnueHT Bu3yanusaumm B s MasterDigital Twin
2. MasterSCADA 4D: RT (cpefa ucnonHexus) - 2 5. Multi-Protocol MasterOPC Server

EMO

5.2.YctanoBka MasterSCADA 3.x

Bce ccobinku Ha 10 (aemo n kommepyeckne) Haxopatca B HelpDesk B pa3pene «ba3a
3HaHun»: https://support.iek-digital.ru/ru/knowledge base/category/2/
Heobxoanma npefnBapuTenbHaa OHNanH-perucTpaums nonb3oBaTens.

@ OBPATUTE BHMMAHWE
YcTtaHoBKa kntodveson Bepcun MasterSCADA Ha K ¢ paHee ycTaHOBREHHOM
MasterSCADA Demo, kak u nHctannauuna MasterSCADA Demo Ha K ¢ yxe
WHCTanInMpPOBaHHON KIIlOYEBOW BepcUen, HeBO3MOXHbI. [1N9 YyCTaHOBKMU
HoBoro naketa MasterSCADA Heobxoaumo p[eunHcTannupoBaTb paHee

YCTaHOBJIEHHbIN NakeT Yepe3 MeH «[lyck», BbibpaB pa3aen «l1porpammbl u
KOMMNOHEHTbI» Nnbo «lMpunoxeHunsa.
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@ NMPUMEYAHUE

Ecnn Bbl  nnaHupyete ucnonb3oBatb naker MasterSCADA noa
HepycuduymposaHHon Bepcumen Windows, TO Ha 23Tane YyCTaHOBKMU
onepaumoHHbIN CUCTEMbI B amanore HacTponkn a3blka (Language Options) Bebl
[AONXHbl BbIOpaTb PYCCKUN A3bIK B Ka4eCTBE OCHOBHOMO fi3blka, a B CNUCKe
AOCTYnHbIX HabopoB cumeonoB (Character Sets) BbibpaTtb Cyrillic. Takxe MOXHO
3apaTtb 9TU HacTponku n B pgansHeunwem (Control Panel - Regional Options).
NHave mMoryT BO3HUKHYTb NpobnemMbl co wpudtamum.

InayctaHoBku cpebl ncnonHeHna MasterSCADA 3.x ¢ MHTerpupoBaHHOW Cpeaoun
pa3paboTkn nepenaute Ha ctpaHuuy «MasterSCADA 3.x» B pazgene «Ckayatb».

Mocne nonagaHusa B katanor FTP cepsepa, (puc. Huxe) B katanore [MasterSCADA 3x]
BbibepuTe nanky [RunTime]. CkauanTte cnegytowmne dannbl, Haxoaawmecs B JaHHOM
ANPEKTOPUMN:

Index of /support/Updates/Installation/MasterSCADA_3x/RunTime/

©5-Dec-2023 15:44 =
05-Dec-2023 15:27 624001768
05-Dec-2023 15:25 55
©05-Dec-2023 15:27 68

Mocne ckauuBaHua oTkpoute ann MasterSCADASetup.exe wu cnegyute
NHCTPYKUMsiM [MpoBOAHMKA ANA WMHCTaNAsUMM UCnonHuTenbHon cuctembl. Obpalaem
BHMUMaHWE, YTO MHCTaNNATop setup.exe ABNAETCA €AMHbIM KakK Ana NokKanbHbIX (KoY
yépHoro ueta 6e3 Hapnucu NET), Tak n pna ceteBbix USB-kntouen annapaTHom
3awuTbl (KoY 4épHoro ugeTta ¢ Hagnucbto NET).

Ona sBepcun o 2023 roga (onuma cHAaTa ¢ npoaax): ecnu Bbl npuobpetann
ONuUUI MOOKIIOYEHUA MHTEPHET-KNIMEHTOB 4epe3 Opay3ep, B 3TOM Xe KaTanore
Bblbepute nanky [InternetClient], ckayante dann setup.exe u ocyuwiecTBute
NHCTaNNALMIo.

5.3.YcranoBka MasterSCADA 4D

Bce ccbinku Ha 10O (aemo n kommepueckue) Haxoaatca B HelpDesk B paspene «basza
3HaHun»: https://support.masterscada.ru/ru/knowledge base/cateqgory/2/
Heobxoanma npepBapuTenbHan OHNanH-perncTpaums nonb3oBaTens.
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1. 3arpy3ute pauctpubytme Cpedsl paspabomku (DT) w npousBegute
YyCTaHOBKY B COOTBETCTBMM C MHCTpyKuuen: https://support.mps-soft.ru/Help-
web/index.html?ustanovka sredw razrabotki masterscada 4d.html

2. 3arpy3ute puctpubyTtuB cpeabl ucnonHenua (RT) wn npousBepute
YyCTaHOBKY B COOTBETCTBUM C MHCTpyKuumen: https://support.mps-soft.ru/Help-
web/index.html?sredy ispolnenia.html ¢ y4yétom ocobeHHOCTEN, NpUBEOEHHBIX B
pasgene 5.4 «OcobeHHOCTM YCTAaHOBKM NuUUEH3MOHHOW Bepcun RT» HacToawen
NHCTPYKLUMN.

3. MopknunTe KN4 K cepBepy KI4Yen Unu K y3ny, unn akTuBupyute
NPOrpaMMHYI0 NIULEH3NIO.

4. Mpu ncnonb3oBaHUM cepBepa KNtyYen chopmMupymntTe KoHpUrypaumoHHbIn
dann gnclient.ini 1 pasamecTute ero B pabouyenn nanke cpegbl UCMOMHEHUA (CM.
pasgen 7 «O6 ncnonb3oBaHUM CETEBOrO KSl04a» HACTOALWEN UHCTPYKLMN).

5. Ecnn K y3ny nNoOKNIYEHO HECKONbKO Khw4yen, To cdopmupynte
KOH(UrypaumoHHbin ¢ann key.ini n pasaMmectute ero B nanke ¢ UCnosiHAemMbIiM ¢ansiom
mplc (cm. pa3gen 8 «Pab. Ncnonb3oBaHune danna key.ini» HacToALEN MHCTPYKLNN).

6. Ucnonbaya DT, chopmupyinte u 3arpysute KoHdurypaumio B RT.

7. Mepenga Ha BKNagKy YynpaBneHus, npoBepbTe pexum pabotbl Cpedsbl
ucnosHeHua (RT) (cm. pasgen 13.1 «Wcnonb3oBaHue BKNagkn «YnpasneHue»”»
HaCTOALLEN MHCTPYKLUUN);

8. lMpoBepbTe nuueH3npyemble napamMmeTpbl npoekta (cm. pasgen 13.3
«lMpocmoTp KoHUrypauun (pepakumsa, rpagaumsa TOYEK, KONMUMYECTBO 3K3EeMMNAposB
mplc)» HacTosLeNn NHCTPYKLUN).

5.4.0co6eHHOCTH YyCTaHOBKU NMULEH3UOHHOM Bepcum McrioniHumesrbHou
cucmembi (RT) MasterSCADA 4D
YcraHoBka nuueH3uoHHou Bepcuu RT Ha Windows
B npouecce nHcTannauum nuueH3noHHon Bepcun RT Ha onepauuoHHOM cucteme
Windows Heobxoaumo ykasaTb Tun ucnonb3yemoro knodva (PucyHok 1. Ouanor Beibopa

Tuna kno4a). No ymonyaxnuio RT yctaHaBnmBaeTca ¢ KoHurypaumen Ans Mcnonb3oBaHuA
NOKarnbHOro Krwou4a.
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j@ Yeranoeka MasterSCADA 4D RT 1.3 — *

Manka Ana yCTaHOBKH NPOTrPaMMbl

BrifepuTe Nanky ycTaHoBKM NporpamMel

C:'\Program Files\MPSSoft\MasterSCADA 40 RT 1.3

BuIGpaTh MyTh YCTAHOBKK

Tun Knko4a

(® NoxansHeni (SIGN) (0) Ceresoii (SIGM NET)

Hazag OTMeHa

PucyHok 1. Juanoz sbibopa muna Ki4a

YcraHoBKa nuueH3moHHou Bepcum RT Ha Linux

Mpn wncnonb3oBaHWM CETeBOro  Kr4va  3anyck CcueHapus  MHCTannauuu
ocyulecTBnsieTca ¢ gobaeneHmem onunm «--netkey» (PucyHok 2. NMpumep CTpoku 3anycka

nHctannauum B Linux). Ecnu ncnonb3yeTcs nokanbHbI KoY, TO AONOAHUTENbHAA Onumsa
He yKa3blBaeTCs.

[root@localhost]# ./install.sh --enable-log --with-reports --netkey

PucyHoK 2. lpuMep cmpoKu 3anycka uHcmaanaayuu 8 Linux

5.5.YcranoBka Modbus Universal MasterOPC Server

OBPATUTE BHUMAHUE

YctaHoBka kntodyeBon Bepcun MasterOPC Ha K ¢ ycTaHOBNEHHbIM paHee
naketom MasterOPC Demo vnu Trial, kak u nictannauma MasterOPC Demo unu
Trial Ha TIK ¢ yxe wuHcTannupoBaHHOW kKnwo4veBon Bepcuen MasterOPC,
HEeBO3MOXHbI. [1na ycTaHOBKM HoBoro naketa MasterOPC Heobxogmmo
OEeuHCTannMpoBaTb paHee yCTaHOBNIEHHbIN NakeT Yepe3 MeHto «l1yck», Bbibpas
pasgen «lMporpaMmbl U KOMMOHEHTbI» NN60 «IpunoxeHusa»..
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Bce ccbinkn Ha MO (aemo 1 kommepyeckue) Haxogatca B HelpDesk B paspene «basa
3HaHun»: https://support.iek-digital.ru/ru/knowledge base/category/2/
Heobxoonma npenBapuTenbHas OHNanH-perncTpaumnsa nonb3oBaTens.

° [Modbus Universal MasterOPC Server Guardant] - pna ckaumBaHus 32-
6utHon Bepcun OPC-cepBepa;
° [Modbus Universal MasterOPC Server Guardant x64] - pna ckayMBaHus

64-6utHon Bepcum OPC-cepBepa

Ckavante d¢ann MHCTannAaTopa, HaxogAWMWCA B COOTBETCTBYHLLEN nanke
(MBOPCSERVER_SETUP_GKEYSP-5-0-3.exe/ MBOPCSERVER_X64_SETUP_GKEYSP-5-0-
3.exe), 3anyctute ero u cnegymte WMHCTpyKuumam [lpoBogHuKa [na MHCTaNNAUUN.
Ob6palwaeM BHUMaHNe, YTO MHCTaANNATOpP sABNAeTCA eguMHbIM Kak ansa dpusnyecknx USB-
kntoyen (c Hagnucbto NET nnu 6e3 Hee), Tak 1 onsg NPOrpaMMHbIX KITHOYEen.

@ NMPUMEYAHUE

Ona yctaHoBkun Modbus Universal MasterOPC Server Ha 32-6utHyio OC
Windows Heob6xoaumo BbibpaTb 32-6utHyto Bepcuiwo OPC-cepBepa. [Onsa
nHctannaumm OPC-cepBepa Ha 64-6utHyto Bepcuio  Windows MOXHO
ncnonb3oBaTb Kak 32-6UTHbIN, Tak U 64-6UTHBIN AUCTPUBYTHB.

5.6.YctranoBka Multi-Protocol MasterOPC Server + Tuneller

@ OBPATUTE BHUMAHUE
YctaHoBka knwyeBon Bepcunm MasterOPC Ha [NIK ¢ ycTaHOBMEHHbIM paHee
naketom MasterOPC Demo vnu Trial, kak n nictannauma MasterOPC Demo vnnu
Trial Ha TIK ¢ yxe wuHcTannupoBaHHOW kntoyeBon Bepcuen MasterOPC,
HEeBO3MOXHbI. [1n9 ycTaHOBKM HoBoro naketa MasterOPC Heobxogumo
OEeuHCTannMpoBaTb paHee yCTaHOBNIEHHbIN NakeT Yepe3 MeHo «[1yck», Bblbpas
pasgen «lMporpamMmbl 1 KOMNOHEHTbI» NMBO «[1pnNoxeHua».

Bce ccbinkun Ha MO (aemo n kommepyeckue) HaxoasaTca B HelpDesk B paspene «ba3a
3HaHun»: https://support.iek-digital.ru/ru/knowledge base/category/2/
Heobxoanma npeaBapuTenbHas OHNanH-perncTpaums nonb3oBaTens.
° [Multi-Protocol MasterOPC Server Guardant] - pna 32-pa3psagHon
Bepcun Windows;

AnnaparHble 1 NporpamMmMHble Koun 3awmtbl MasterSCADA Crpannuya: 14 u3 60


https://support.iek-digital.ru/ru/knowledge_base/category/2/
https://support.iek-digital.ru/ru/knowledge_base/category/2/

1=K

DIGITAL

° [Multi-Protocol MasterOPC Server Guardant x64] - pna 64-pa3pagHon
Bepcun Windows.

Ckavante dann uvHCTannNATopa, HaxoOsaWMNUCA B COOTBETCTBYHOLWEW nanke
(HazBaHue canna: MPS_SETUP_GKEYSP-6-0-20.exe /| MPS_X64_SETUP_GKEYSP-6-0-
21.exe, roe umdpoBas 4acTb MEHSETCH B 3aBMCUMOCTU OT HOMEepa Bepcuun), 3anyctute ero
n cnepynte WHCTpPyKumsim [MpoBogHuka ansa uHcTannauuu. Ob6palwiaem BHUMaHue, YTo
WHCTannAaATop SBMASEeTCA eAuHbIM Kak anda dpusundecknx USB-knwoden (¢ Hagnucbio NET
nnn 6e3 Hee), Tak U ANA NPOrpamMMHbIX KIOYEn.

@ NPUMEYAHUE

Mpu nHctannaunm naketa Multi-Protocol MasterOPC Server nopg knto4 BmecTe ¢
npuobpeTteHHbIMM Bamu nnarmHamu OpJHOBPEMEHHO OyAyT YCTaHOBEHbI
ocCTafnbHble nnaruHbl, Bxogswmue B coctaB Multi-Protocol MasterOPC Server.
OpHako oHu 6yayT AoCTynHbI B 6ecnnaTHOM UCMNOSIHEHUM — C OFpaHUYEHNEM B
1 yctpoucrteBo/cyeTtymk wunu 32 Tera (B 3aBUCUMOCTM OT  CXEMbl
NULEH3NPOBAHUSA).
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6. YcraHoska ppausepa USB-kniouen annapatHOM M NMPOrpaMMHOM 3alUThI

[lpanBep annapaTHOro Kni4a 3aliuThbl yCTaHaBMBAETCsA aBTOMATUYECKN Mpu
nHctannauum MNO.

Ecnn uHpgmkaTtop Mopraet, To HEO6X0AMMO BPYHMHYI YCTAaHOBUTb ApainBepbl

Knioya, npeaBapuTenbHO yaanue cTapble ApanBepbl, BOBMOXHOE Hanuyme KOTOpbIX
MOXHO npoBepuTb B [lucnetdyepe yctponcts Windows.

& [ucnetuep yorpoiicte
Daiin  fedcteme Bwg Cnpaeka
= [ E HE B

w B OWIN-SDUPCCTIDES
4 Bluetooth

JBM Guardant dongles
- !ﬂ_ Guardant Sign

[lpanBep Kntoya Ha canTe npomM3BoguTens:
https://www.guardant.ru/support/users/drivers/

B 3aBucMmocTu OT Tuna WuUMeENLWerocs Krw4va CcKayauTe W YCTaHOoBUTE
cnepywuwue gannbi:

° GrdDrivers.exe - npu ucnonb3oBaHuMuM nokanbHoro USB-kntouva
annapatHou 3awuTbl (KN4 yYepHoro useta 6e3 Hagnucu NET);
° GrdDrivers.exe + GLDS.msi* - npu ncnonb3oBanuun cetesoro USB-

KIoYa annapaTHOWM 3awwmnThl (418 paboTbl C KIKOYOM, pacnonoXeHHbIM yAAaNeHHO unm
Ha BMPTyanbHON MalUWHE, KIY YepHoro useta ¢ Hagnucbio NET).

*Guardant Net Server (GLDS.msi) - cepBep ceTeBbIx kNtoden. [MpegHa3HayeH ang paboTbl HA MalUMHeE C
OC Windows. Takxe cyulectByeT ucnonHeHue cepsepa nog OC Linux. O3HaKOMUTBCA C aKTyanbHbIM
cnuckom noaaepxuBaembix OC, a Takxe ckayatb cepsep noa apyryto OC MOXHO ckayaTb MO CCbifKe
https://www.guardant.ru/support/download/server/

@ MPUMEYAHUE

[panBep ans nokanbHOro kntw4a Linux He TpebyeTcs.
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AnnaparHble 1 NporpamMmMHble Koun 3awmtbl MasterSCADA

@ OBPATUTE BHUMAHUE

O6bpatuTte BHMMaHue, 4TO nocne nHcTannauum guctpubytuesa MasterSCADA 3.x
Apansep Ona Kn4den no ymonyanuio nomewaetca B nanky C:\Program Files (x86)
\MPSSoft\MasterSCADA\Redistributable. [1na yctaHoBku ppanBepa Bblibepute
dann GrdDrivers.exe. Ecnu Bbl ncnonb3yerte ceTeBble KUK (KNHOYN YEPHOrO
useta ¢ Hagnucbio NET), notpebyetcs [OMNONHUTENbHO YCTAHOBUTbL awn
NetKeyServer.msi - cepBep ceTeBbIX KOYEN.

BAXHO!

Ecnu ko4 6b1n KynneH nocne Bbixoaa Bepcum 1.3 (HoBasa Bepcus, HOBbIA
Kniou4), To Ha Bepcum 1.2 (ctapas Bepcus, CTapbii KIOY) U HUXKE OH MOXeT
paborarb HectabunbHo, 1 000 «UIK AUDKUTAI» He HECET OTBETCTBEHHOCTH
3a 3TOT BapuaHT.

1. Ctapbli Knto4d + cTapas Bepcusa = paboTocnocobHbI BapuaHT.

2. HoBbI kNntoy + HoBasa Bepcua = paboTocnocobHbI BapuaHT.

3. Ctapbin knto4 + HoBada Bepcusa = paboTocnocobHbIN BapuaHT (€Cnun He UCTEK
cpok 6ecnnatHoro o6HoBneHus MO).

4. HoBbI Knto4 + cTapasi Bepcusa = paboTocnocobHOCTb He rapaHTupyem (Ha
Bawe ycmoTpeHue Bbl MOXeTe He 06HOBNATL NuUeH3un, ecnu pabota Bac
ycTpamBaeT. Ho B CBSI3M B TEM, YTO Mbl perynsapHo obHoBnsaem N0, ckopee Bcero
notpebyetca o6HOBNEHNE A0 HOBOWN BEPCUN).

OBPATUTE BHUMAHUE

Guardant SP - 310 codpTtBepHasa peanusauua Guardant Sign, npegocTtaBnsoLlan
NnpakTM4YeckKn BCe Te Xe BO3MOXHOCTU C TOYKW 3peHus 3awuTbl, 4YTO WU
9N1IEKTPOHHbIE KITHOU K.

Mo nHdopmaumn oT npoussogutens knwdven Guardant SP nogaepxuBaeTt Bce
onepauunoHHble cuctembl Windows, [aHHble KIHO4YM HaxoOATCA Ha cTaguu
noanepXxku, Ho gopabaTtbiBaTbCca He ByayT. TecTMpoBaHNE HENOCPEACTBEHHO Ha
Linux He npoBOAunocCh.

Ana OC Linux pekomeHayem ucnons3osatb USB kniou.

CrpaHuua: 17 n3 60
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7. 06 ucnonb3oBaHum cereBoro knwoua (Guardant Net 10, Guardant Net 50)

CeTeBble KJIHOYM MCMONb3YKTCA B Tex Ccry4vadx, Koraa HeT BO3MOXHOCTU
MCNOoNb30BaTh KoY, NOAKIOYaeMbI TOKanNbHO K y3ny, rae yctaHoneH RT, Hanpumep,
B CcuUCTeMax BWpTyanu3auuuM wunum Korga Heobxoaumo peanusoBaTb TpeboBaHUA
UHpOpMaLMOHHON 6e30MacHOCTU, B COOTBETCTBMM C KOTOPbIMW OrpaHuMynBaeTcs
(PU3nYeCcKMn AOCTYyN K KNYeBbiM Hocutensm. CM. makxe npumep npusedéHHbIl 8
lpunoxeHuu 1.

[ns uncnonb30BaHMs CETEBOro Kiw4ya HeobxoaMmMo pas3BEPHYTb CepBep
NULEH3UN N NOOKNKYUTb K HeMY CeTeBOM KoY (CM. pUCYHOK 3)

2 localhost:3185 X +
& C @ http//localhost:3185 & =2 %« O a

CepBep Guardant Net Ha DT-MS-51321.masterscada.ru

Hacrtpoyiiku ini-chavina

GLDS7.0997.0©

MOHWUTOpPMHr cepBepa AAMMHUCTPUPOBaHWE Tlor cepeepa Aktiv Co. 2021

KINneHTa

# Guardant Sign Net
g, DT-MS-51321.masterscada.ru

=| INSB5V2
- o Guardant Sign Net (0x40FA7963) Wpentudukartop knoya: 0x40FA7963
: O6wuit pecypc kntoua (10/10) Howmep nporpammsi: 0
DMHYM&E) CepuitHelil Homep: 21
= Monyne LMS Ne 1 (1/1) Bepcua: 1
= Monyne LMS Ne 2 (1/1) Macka: 0

DM)nynb LMS Ne 3 (1/1)

) Cuetunk Ne1(GP): 0
Dmayﬂh LMS Ne 4 (1/1)

PucyHok 3. Be6-uHmepdelic cepsepa Kato4el ¢ uHHopmayuel o K/ove

@ MPUMEYAHVE

Ha MmomMeHT HanucaHua HacTosAwen MHCTpyKuun (aBryct 2024 r.) auctpnbytmns
OOCTyneH rno ccoinke: https://www.guardant.ru/support/users/server/

ona dyHkunoHupoBaHua Cpedsl ucnosiHeHuUA (RT) ¢ ncnonb3oBaHNMEM CETEBbIX
Knoyen Heobxoaumo ccopmupoBaTb KOHQUrypauMOHHbIN  dann, KOTopbii
ncnoneldyetrca RT gna agpecaunn 3anpocoB MHGpOpMauun O JINLEH3UN K CepBepy
NULUEH3UN.

KoHdurypaunoHHbein dann dgopmupyetca Ha cTpaHuue Beb-uHTepdeinca
cepBepa nuueH3nn - «kHacTtpounku ini-cpanna KnueHTar.
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ana ¢dpopmMupoBaHua KOH(UrypaumnoHHOro danna Heob6xoaMmMo
BOCMOSIb30BaTbCA MeH «[1onyyntb KOHGUrypaunoHHbln hann KnneHta gnclient.ini».
CdopmunpoBaHHbIn KOH(UrypaumoHHbii gann gnclient.ini HeobxogMmMo pa3mMecTuTb B
paboyen nanke cpenbl UCNOMHEHUS.

Tabnuua 1. Pabouun karanor RT

ocC Karanor no ymonuanuio
Windows C:\ProgramData\MPSSoft\MasterSCADA4DRT1_3\Server,
roe 1_3 - Homep Bepcun MasterSCADA 4D
Linux

/lopt/mplc4

B dann gnclient.ini moryT 6biTb BHECEHBI U3BMEHEHUS, HANPUMEP, B CEKLUK
[SERVER] namenntb nmsa komnbetotepa n (unn) ykasatb gpyrov agpec IP, no kotopbim RT
6yneT obpawartbCca K cepBepy NMLEH3NN.

@ OBPATUTE BHUMAHVE

O6paTnTe BHUMaHWe, YTO ANt KOPPEKTHOM paboTbl MPOrpaMMHOro
obecneyeHnss CEeTEBOW KI0Y [ONXEH CTOATb B TOM Xe MalluHe, rae
YCTaAHOBJIEH CEpPBEP CETEBbIX KIHOYEN.

Ecnu knoy He MOXeT cBA3aTbCs C cepBepomMm, TO HeobxoAMMO cka4vaTb €ro
H8CTpO€‘-IHbII7I q3a|7|n, nocne 4yero 3amMeHnTb Ha Hero Cbal;lj'l, KOTOprIZ 3almuiaeman
nporpamMmMa co3gaeTt aBToMaTun4ecku.

Gnclient.ini - dann, KoTopbln co3gaeTca aBToMaTUYECKM NPU NEPBOM 3arnycke
CeTeBOM 3alLMLLEHHON NPOrpaMmMmbil.

B 3aBMcumMocTn OT ncnonb3yemMoro NnporpamMmmMHoro obecneyeHuma nyTn co3gaHus
MOryT 6bITb CNeay LW UMK:

° MasterSCADA 3.x - C:\MasterSCADA Projects\

° MasterSCADA 4D - C:\Program Files\MPSsoft\MasterSCADA4DRT1_2\Server\

° Modbus Universal MasterOPC Server - C:\Program Files\MPSsoft\MasterOPC
Universal Modbus Serve\SERVERCFG\

° Multi-Protocol MasterOPC Server - C:\Program Files\MPSsoft\Multi-Protocol
MasterOPC Server\SERVERCFG\
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YTto6bl camocToATENbHO chopmmpoBaTtbh dann gnclient.ini, 3angute Ha cepBep
ceTeBbiX KJo4ven. Appec cepBepa no ymon4daHuwo http://localhost:3185, rae
«localhost:3185» - agpec MalunHbI, HA KOTOPOW YCTaHOBIIEH CEpPBEP CETEBbIX KIOYeEN
(ecnu cepBep ceTeBbIX KIOYEN HAaXoAUTCA Ha yAareHHOM KOMMbTepe, TO yKa3biBaeTcs
ero IP). Oanee Bbibepute pasgen «HacTtpoiika ini-panna knueHTa» M HaxXmuTe Ha
«lMony4uTb KOHUrypaunoHHsl hann knueHTa gnclient.ini».

< C @ localhost:3185/client_configihtm

Cepsep Guardant Net na Tester

[cLIENT]
UUID={

HOST_ID = 0

RECONNECT_TRY_NUMBER = 2
BC_RE-SEARCH_SERVER = NO

(st
P

.255.255
REQUESTS_NUMBER = 1

[TIMEOUT)
TO_SEARCH = 5
TO_RECEIVE = 30

CdopmupoBaHHbIn hann Heob6XoaMMO NepeHecTn B OgHY M3 YKa3aHHbIX BbllLe
nanok, B 3aBUCMMOCTM OT UCNONb3yEeMOro nporpammHoro obecneyenus. Ecnu B nanke
yXe ecTb pann gnclient.ini, 3aMmeHnTE €ro Ha HOBbIN.

Ecnun nocne dopmupoBaHua danna gnclient.ini n nepemeweHua ero B
Tpebyemyto AUPEKTOPUIO CBA3b BCE paBHO OTCYTCTBYET, 3aMeHUTE B JaHHOM (hanne B
CTpOKe:

[SERVER]
IP_NAME = CompName
«CompName» Ha npamon IP-agpec MalUvHbl C CEPBEPOM CETEBbIX KMOYEN.
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e no noKane

a nepefaqyuv He,

nogkn

NPoOBOAHON NOKansHOM

eE0E MOAKS ue Bluetooth:

A3 NepefayM Hep
nogkn

®aiin  MNpaska @opmat Bug  Cnpaska
#

# Guardant client ini file

#

[CLIENT]
UUID-{00600000000000000000000000000000 )
HOST_ID - @

RECONNECT_TRY_NUMBER = 2
BC_RE-SEARCH_SERVER = NO

[SERVER]
IPMNAME—=WIN-SBUPCETTDESmasterscada—ry

JaMEHMTE H3|

IP_NAME =]12.30.0.68
IP_NAME_SECONDARY =

PORT = 3186

MESSAGE_PORT = 3187
BC_ADDR = 255.255.255.255
SEARCH_REQUESTS_NUMBER = 1

[TIMEOUT]
TO_SEARCH = 5
TO_RECEIVE = 30

OncTpubyTrBbl N [OKYMEHTaUMSA AaHbl Ha canTe pa3paboTymka:

https://www.quardant.ru/support/users/server/

I'Ipmmep yaoa4yHOro nogkmr4veHund K NUCNONMHUTENBHON CUCTEME yCTaHOBﬂeHHOIZ

Ha BupTyanbHou mawwunHe ¢ OC Astralinux.

«XocToBas» MallnHa, ABNALLLAACA CepBEpPOM KIlo4el.

v # localhost:3185/index.htm x  +

€ C O localhost:3185/indexhtm

Server Guardant Net on WIN-SDUPCC77D6S.masterscada.ru

Server Monitor

GLDS 7.0.998.0©

8¢ WIN-SDUPCC77D6S . masterscada.ru
=| INSBSV2
- o Guardant Sign Net (0x45236574)
-:]Tota! dongle resource (9/10)
= Licensed Module Ne 0 (0/1)
@, Mplc (192.168.1.104) 1P 8MpTyansHoi mawmhe:
lec’gnmd Module Ne 1 (1/1)
= Licensed Module Ne 2 (1/1)
:'Llcensed Module Ne 3 (1/1)
lecevlsed Module Ne 4 (1/1)

XOCT - CEPBEP K/THOYENA

il

- License

Type: Floating

Status: Connected

Consumption mode: Per station

Host: 192.168.1.104 IP eupTyansHoii mawmse:
Process: mplc

Application count: 1

Connection count: 1

PID: 1848(1)

BupTtyanbHaa mawwuHa. HacTtpounka ¢anna gnclient.ini

AnnaparHble 1 NporpamMmMHble Koun 3awmtbl MasterSCADA
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mps@astral?: /opt/mplcd$ cat gnclient. ind

[client]
yuid = {HHHHHHHHHHHHEEE s L R
host_id = Bd41d /
reconnect_try_number =
be_re-search_server MO

[server]
ip_name = 192 168.1.1H83
ip_name ondary =

port
mu;;ugu_pulL
be_addr = 255

search_reque

[timeout]
+H_ﬁPﬂFPh =

mpsdastral?: fopt/mplcd$ l
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8. Pabora c HecKonbKMMM annapartHbiMu Kno4yamvu. Ucnonb3osaHme cpanna
key.ini
®ann key.ini npumeHsaeTcs, korga:

1. Ncnonb3yeTcss HECKONbKO KIOYEN, coAaepXalmx JIMUEH3UN pas3HbIX
npoayktoB OO0 «M3K ONOXUNTAI» (PucyHok 4) n Heobxoammo ykasaTb RT u3
KaKoro KJo4a cumtbiBaTbh MHOpMaLMIo O NMNLEH3UMN.

2. Ecnu y Bac ceTeBOoM K4, UCNOMb3yeMbI KakK cepBep
nuueH3npoBaHua, copgepxawmnn N-ogmHakoBbix Bepcum MasterSCADA 4D,
KOTOpble MCMONb3YTCA Ha pa3HbiX cepBepax obLen Nnpon3BoaCTBEHHON CETH.

onsa obounx cny4dyaes Heobxoammo YKa3blBaTb KaKyto U3 NMUEeH3nn ucnonb3osatb.[1nA
obounx cny4dyaes Heobxoanumo YKa3blBaTb KaKyl 13 NMLEH3UN UCNOMb30BaThb.

@ OBPATUTE BHUMAHVE

Ha ogHOM KoMnbloTEPE (CEPBEPE) BO3ZMOXHO OAHOBPEMEHHOE UCMOMb30BaHME
HECKOJIbKMX  3k3emnnapoB  Cpedbl ucnosiHeHus (RT) ¢ nuueH3unamu,
pasMeWweEeHHbIMN Ha OTAeNbHbIX annapaTHbIX KhAw4vax, WM Ha Ki4ax
nporpaMmMHon 3awnuTbl (SP), unn ¢ KOMNAEKTOM JINLEH3UA pa3MeELLEHHOM Ha
OAHOM Kntoye. Takass BO3MOXHOCTb NpeAoCcTaBNseTCcs OnuMoHalbHO M A0MXHa
6biTb _cornacosaHa ¢ Otgenom [Mpogax go npuobpeteHna nuueH3un. [lo
YMOM4YaHNIO OAHOBPEMEHHOE WCMNOMIb30BaHUE HECKOSNbKUX 9K3eMMAapoB
Cpeabl nCnonHeHna Ha O4HOM KOMMNbloTepe (cepBepe) He NoAAepPXUBaeTCA.
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| Mowck xnroueit =] &
vV YuumoisaTs THR K043 Npy GOpMHpOsarent Kxoudie ypawsm
vV MOKaTh NOKANSHSe KMo vV Wokats caTessie Ko
lNloxanbrbie kKnto4K Ceresbie kno4m
epitHbin HoMep kmoua 0X3D6D6A02 Knroum He Hailaesbl

Homep nuuersun: 30016662 | Mporpamma: MultiProtocol | 11/2021
v Cepuitiein Homep kntoya: 0X3EG44CF6
Homep nuuensun: 30018032 | Nporpamma: MasterSCADA 4D | 08/2022

PucyHok 4. Ymunuma FindKey omobpakaem uHpopmayuro 0 HECKOJIbKUX K/T04ax

®ann key.ini dopmupyetca ytunuton FindKey, B OkHe KOTOpon Heobxogmmo
Bbl3BaTb KOHTEKCTHOE MEHIO ANsi CTPOKW C MHpOPMaLMEN O NMULLEH3 MU, UCNONb3YEMON AN
nuueH3nposaHua RT (Owmnbka! UCTOUHUK CCLISIKM HEe HaUAEeH.).
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B MNowck kirouei
YUMTEIBETE THM KNKOHE NPK HOPMMPOBEHMN KOHDMMyYPELIAK

V| VICKETE NoKAaNEHLIE KoY WckaTe ceTeskle KnoYM
JlokaneHEIE KNKOYK CeTeBkIe KNHOUK

» Cepwithelii Homep knroua: 0X38B5657D
* CepnitHelil Homep wiroua: 03EEDTIEF Co34aTh haiin KoHGUrypaLn

Homep nuuenzimm 30021169 | Mporpam —

CchopMMPOEaTH key.ini ANA BelAENEHHOR KOHDWUMYDaLMK Mok

PucyHok 5. Bbibop knroua ons popmuposaHua gatina key.ini

B oTkpbiBlweEMCs OkHe nporpamMmmbl «lMouck Krno4yen», B 3aBUCUMMOCTM OT
Tpebyemoro Tuna, BbIOEpUTE HYXHbIA KMAOY U NporpamMmy, HaxXMuTe Ha KHOMKY
«lMouck». HYepes KOHTEKCTHOE MeHI0 co3ganTte dpann KoHpurypauum.

CdopmupoBaHHbin ytunuton FindKey, dain key.ini Heo6xoanmo pa3mectuTb B
Katanore, rge pacnosioxeH ucnonHaemoln pamn RT - mplc.exe

Tabnuua 2. PazameweHue mplc.exe

Karanor no ymonyaHuio

Windows C:\Program  Files\MPSSoft\MasterSCADA 4D RT
[Bepcus], roe [Bepcua] - Homep Bepcumn MasterSCADA 4D
Ui
e /opt/mplc4
NMPUMEYAHNE

Onpepenntb pacnonoxeHne mplc MOXHO Mo 3HAYEHUIO KNya
«ProgramPath» B nor-cpbanne RT.
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9. Pabora c HECKOJIbKMMM KOMMMEKTaMM JIMLeH3M1 Ha OQHOM annaparHOM

(ceTreBom) knroue

AnnaparHble 1 NporpamMmMHble Koun 3awmtbl MasterSCADA

Ha ogHom annapaTHOM (CeTeBOM) KJltoue MOXET OblTb 3aNMMcaHO HECKOSbKO
KOMMNNEKTOB NUuUeH3nn. 1o Habop onunn, KoTopble cobupatTca B KOMMNIEKThI
Ha 3Tane 3anucu ceTeBoro KJwya.

Kaxpgomy annapaTHOMY M NporpaMMHOMY K04y npucBanBaeTca CBOW
YHUKanbHbln Homep B opmaTte «300XXXXX».

OTOT HOMep MOXHO yBuaeTb B nporpamme FindKey.

Ona paboTbl C HECKONMbKMMM Pa3HbIMK KOMMAEKTaMM NINLEH3MIA HA OQHOM
annapaTHOM (ceTeBOM) Kitoye HyXHo B nporpamme FindKey, cchopmupoBaTtb

¢dann key.ini. (CM. pazgen Bbiwe) gng Kaxaoro KOMnaekTa IMueH3nm.

Ha ogHoM annapaTHOM (CETEBOM) KJto4€ MOXET ObITb 3aNMCaHO MAaKCUMYM 5
KOMMMNEKTOB NMULLEH3UN.
na o6onx cnyvyaeB HE0O6X0AMMO yKa3biBaTb KaKyo U3 NIMLEH3NN

NCroJjib30BaTb.

OBPATUTE BHUMAHWE

Ha ogHoM KoMnbloTepe (cepBepe) BO3SMOXHO OJHOBPEMEHHOE NCMOo/b30BaHue
HECKONIbKUX 3k3emnnapoB Cpedbl ucnosiHeHUsa (RT) C nuueH3uamu,

pasMeLWeEeHHbIMN Ha OTAenbHbIX annapaTHbIX KhAw4vax, WM Ha Kr4ax
nporpaMmMHon 3awmnTbl (SP), unn ¢ KOMNAEKTOM NUUEH3NN pa3MeLw,EHHOM Ha
OAHOM Kntove. Takast BOBMOXHOCTb NpeaoCcTaBnsieTca OnNuMoHanbHO U AOMXHA
6blTb _cornacoBaHa ¢ Otgenom [Mpogax o npuobpeteHus nuueHsun. [lo
YMOSIYaHUIO OOHOBPEMEHHOE WCMONIb30BaHME HECKOSIbKMX 9K3eMMnasapoB
Cpepbl ICNOMHEHUA HA O4HOM KOMMbIOTEPE (CEpBEpPE) HE NOALEPXKMNBAETCS.

OBPATUTE BHUMAHWE
B 3aBNCUMOCTHM OT TOro, CKOMbKO TpebyeTca OTKPbITb 3K3emMnnapoB Cpedbl

ucnosiHeHuA (RT) Ha 1 komnbloTepe (cepBepe) pacnonoxeHue panna key.ini
O6ypeTt otnuyatbca. [Janee pacnucaHo Kkakue MoryT ObiTb nyTu.

CrtpaHuua: 26 n3 60
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1. Ecnu Ha ogHOM KoMnMblOTEpe (cepBepe, BUPTyanbHOW MalUMHE) O@UH
ncnonHaembln avn Cpepgpl ncnonHeHusi, To key.ini Heo6xogMMO NOMECTUTb
B ProgramPath\key.ini

2. Ecnn Ha ogHOM KomnbloTepe (cepBepe, BMPTYyanbHON MalLMHE) OTKpbIBaeTCs
HECKOSIbKO 9K3eMMnsipoB ucnonHaemoro ¢anna Cpefbl UCMOAHEHUA, TO

key.ini Heobxoanmo nomectuts B DataPath\key.ini

@ OBPATUTE BHUMAHUE

DataPath n ProgramPath - 570 abcTpakTHOe HarMeHOBaHWe MOJIHOro nyTH,
roe 6ypet pacnonoxeH dann key.ini. MonHbin nyTe ProgramPath v DataPath
MOXHO y3HaTb Mo noram ucnonHsaemoro ganna RT. Jlor HaxoguTca no nyTu:
C:\ProgramData\MPSSoft\MasterSCADA4DRT1_3\Server\log\

Log to : log/0/log_2023_12_11.txt
MasterSCADA 4D RT started (1.3.3.16313) Date: Dec 4 2023 20:31:13 ID: Demo Platform: win64 (8)
(PID=24476) (Dir=C:\ProgramData\MPSSoft\MasterSCADA4DRT1_3\Server)

ProgramPath=C:\Program Files\MPSSoft\MasterSCADA 4D RT
1.3\ DataPath=C:\ProgramData\MPSSoft\MasterSCADA4DRT1_3\Server\

Sizes pointer=8 long=4, int=4, DWORD=4
85062846: Change state from 00 to 03 (1)
Date=11.12.2023 Time=10:50:07:837

Unsupported parameter : MasterPLC

Restart config disabled

Mpumep pacnonoxeHua ProgramPath u DataPath 8 ¢atine noza

©f MPVMEP
YTobbl NOAKNIOUYNTLCHA C 2-X pa3HbIX KOMMbIOTEPOB (CEPBEPOB) K 2-M pasHbIM
KOMMAEeKTaM nuueH3nin, HyxXxHo 4vepe3 ytunuty FindKey cdopmuposatb 2
pa3Hbix panna n nonoxutsb ux B ProgramPath\key.ini Ha kaxabin komnboTEP
(cepBep) ¢ HyxHon Cpepnon NCNOSTHEHNS.
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10. 06 yrunure FindKey

310 ytunuta OO0 «N3K OUNOXKNTAIT», B HEN ncnonb3lyeTcs TOT Xe (PyHKUMOHan
MO NMOMCKY KIItoYa, YTO M B NNaTHbIX Nporpammax, HoO OH MeHee OYHKLUMNOHAsbHbIN, T.K. Tam
BbIKSII04YEHbl MHOXECTBEHHbIE NPoBepPKN. [NOTOMY UMEHHO €€ Mbl UCMoNb3yeM A novcka
KItoua npu nobbix npobnemax.

Mporpammy FindKey MOXHO ucrnonb3oBaTb OfA BCEX NPOBEPOK, KacaeMblX
Knwoyen, B T.4. U ONA NpoBepkn cBA3U. Ecnu mnHdopmauma o knwye B JaHHOM
nporpaMmme BuAHa C TON X€ MalUMHbI, rAe ycTaHoBneHa nuueHanpyemoe MO, 3Haunt
Knto4 paboTaeT B LUTATHOM pexume.

B cnyyae BO3HWKHOBEHMSA BOMNpocoB no pabote nporpammbl FindKey, Bbl Bcerga
MoxeTe obpatutbca K danny uHCTpykuun Readme_FindKey.txt, koTopbin noet Bmecrte
C nporpammon n pacnonaraetca B nanke «Work_with_key» apxuBa [Guardant Test.zip].
CkayaTb yTUIMTYy MOXHO MO CCbISTIKE HUXeE:
https://download.mps-soft.ru/support/Updates/FindKey/

Nornn: GuestSupport
[Maponb: guest
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11. AKTMBauMA NULEH3UM Ha nporpamMmmHbIX Knovax SP u MK

UTtob6bl akTMBMpoBaThb Kntod Guardant SP, 3anyctute mactep akTuBauumm
GuardantActivationWizard.exe
https://download.mps-soft.ru/support/Updates/Guardant SP/

(JTormH: GuestSupport NMaponb: guest), ucnepynTte ero ykasaHuam:

A, Macrep axrusBaipm Guardant [

x|

Bac npMBETCTBYET MacTep akTMBaUMK nuLeH3ni Guardant

Noxanyicra, ykaxure Gainn nnUeHanm nan sslbepure ero U3 CnUcKa HaRAGHHLIX. 33TEM HIXMUTE KHONKY
) v
Ranee>

YKa3aTe DN AMUeHIM... HaCTPOIKK CORANHEHMA. .. I
Hasganme % — |_Paspaborunk |

3aupMwErHaA NPOrpaMMa SuperSoft
Nanka: I | LicenseProject 3 _:] Qi >
g Wma IVI ﬂannaneueuuﬁl'l Tun ]VIngp l'l

| CommandLines 12.12.2011 15:58 Manka c daitnamu
HegasHne | Config 12.12.2011 15:52 MNanka c dainnamu

pocra | RemoteUpdate 12.122011 1552  Nanka c dainamm
| Result 12.12.2011 15:59 Manka c dainamm

g | 4

Pabouui cton

12.12.2011 15:59 dawn "GRDVD"

m

£y

Komneiorep

WUma paitna: ILicenseProject_3.grdvd z' OTkpsITH
Ivn gpaitnoe: I‘Pon.nu nuuexani Guardant (*.grdvd) L' OrmenHa I
7

Mpy nomoLmn KHONKKN YKasaTb dann nuueH3un Boibepute nyTth K dpanny suga *.grdvd.
[MpoBepbTe HACTPOUKU VIHTEPHET-COEAMHEHMUS U HAaXMUTEe Ha KHonky [Janee:
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ﬁ, Macrep aktuBaumm Guardant

Beop cepmitHOro Homepa
Moxanyiicra, BBEAUTE CEPUItHbINA HOMEp NpoayKTa. Homep MOXeT ObiTb yKa3aH Ha AMCKe C NpOrpaMMoil UK Ha ee .
ynakoeke
IM_._.._’ Q-YSOl & /x-5eF@IBBDAIB o
b4
<Hazag Oanee> OTMeHa I

Mactep npou3BoauT Heobxogumblini oO6MeH MHdopmMauuen Cc gpanBepoM Ki4a u
cepBepoM akTmBauuu. lNpu 3Tom, NTOMUMO NPOYEro, MPOUCXOAUT NPOBEPKa BBEAEHHOIO
CEepUMHOro HOMepa, a Takxe nepewndpoBaHue danna NpPorpaMmMHOro Kmw4da c
NCNONb30BaHNEM KOHTPOSbHbIX 3HAYEHNN KOMMNIEKTYIOLWMX KOMNbOTEPA.

Ecnu aktnBauyma npouwsia ycrnewHo, MacTep BblAaeT 3aBepliaowiee gnanoroBoe OKHoO:

& Macrep aktuBaummu Guardant m

3aBepLueHne aKTUBaLMK

AKTMB3LMA NULEHZWN "3aUMWEHHAA NPOrPaMMa’ YCNEewHo 33eeplueHa
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Mocne 3Toro MOXHO NPOBECTU ANArHOCTUKY aKTUBMPOBAHHOIO KJlto4a U HayaTtb paboTy
C MPUITOXEHNEM.

[na HekoTopbix Bepcun McnosHumesnbHol cucmemsbl (RT), ycTaHaBNMBaAEMbIX Ha
cneunanu3npoBaHHble KOHTponnepbl, Hanpumep, «WirenBoard», wucnonb3yetcs
nporpammHan nuueH3sna. bes aktnsaumn RT dyHKUMOHMpPYET B AEMOHCTPALMOHHOM
pexume C OrpaHM4eHMem MO BPEeMeHU onpoca YycTpoucTtB. [nsa nepexoja K
NCMONb30BaHUIO NULEH3MOHHON Bepcun RT ¢ ncnonb3oBaHMeM nporpaMmmMHoOro Krnwo4ya
Heob6XxoAMMO B OKHE CUCTEMHOro coobLlieHUss C yBeoOMJIEHWEM O HeobxoaMmocTu
aKkTnBupoBaTb cuctemy (ganee - OKHO akTuBauuU) HaxaTb KHOMKY «[lonyyntb Koa»
(PucyHok 6):

= COOOULEHMN

Bposan paloTid FOMO-PEINMAD JAKONUEHO (ONPOC YCTPORCTH OTKAIOWEN)

Yaan we axtwavposan  lomyuums «op AXTHBRDOBETY

PucyHoK 6. CoobweHusa o Heobxodumocmu akmusayuu

1. MoaroToBneHHbIN KOA, 3anpoca HeobXxoAMMO HanpaBWUTb B OTBETCTBEHHOE
nogpasgeneHne 000 «NOK OUNOXUTASIT» gna dopmwupoBaHus danna Knwo4va
nporpaMMHON 3awWmTbl Ha noyTy update@ masterscada.ru nnn octaBbTe 3asBKy B
HelpDesk;

2. @ann knw4Ya nporpamMmMHon 3awmTbl  «mplc_nnnnnn.key, rge nnnnnn
- HOMep KJoya, umnoptupyetcsa B RT, ana atoro HaxaTtnem KHormnku
«AKTMBMPOBaTb» BbI3bIBAETCA ANAnoroBoe OKHO, B KOTOPOM OCYLLECTBNAETCH BbIOOp

danna.
Pe3ynbTaT BbINOMHEHHbIX AENCTBUN:

° dann Knw4ya nporpaMMHOM 3alWuTbl pa3meliaetca B pabouyen
nanke RT c umeHem mplc.key;

o Homep nuueH3nn oTpaxaeTca B COOTBETCTBYIOLLEM MOJ1e HA

BKnagke «YnpasrneHue» (PucyHok 7).
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PucyHok 7. MHgopmayusa o nuyeH3uu Ha skaadke "YnpassieHue”

Ecnu npn yctaHoBke 6bino BKOYEHO nornposaHue (onuusa --enable-log), B nor-
danne, B pasgene ¢ uHpopmaumnen o KoHdurypauuu, B none «LicNumber» oTpaxaetca
nHopmauyma o Homepe nuueHsnm (PncyHok 8).

B mc [root@wirenboard-AMB2' X

28116864: LoadAndPrepare: Loading configuration, (load=1) (M=18567168 free 1896574976 bytes)
SessionsLimit=1
PLCConnectionsLimit=100
LicNumber=466103
InstancesLimit=1
AllowedVersionDate=39
BaseType=i

Mercury2 1
DriverSNMP=32
Driver61850=32
DriverFBUS
DriverMQTT=160
DriverIEC104=32
DriverSETH=1

DriverEn mera=1
DriverVKT7/9=1

PucyHok 8. MHpopmayusa o KoHpuaypayuu 8 noz-gatine

Mpn HeypavyHOW aKTMBauuu, Hanpumep, B pe3ynbTate umnopta d¢awnna c
HeakTyanbHOW NUUEH3MEN NP BbINONHEHUN onepaunmn «MoaKniYnTb BbiIOpaHHbIN y3en
(c 3arpy3kon KoHdurypauun)» bynet otpaxeHo OKHO akTMBauuu, a Ha BKNaake
YnpasneHue nHdpopmaums 0 He06XoANMOCTU aKTUBUPOBATb JIMLLEH3UIO.
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11.1. Morepsa nuueHn3um B WirenBoard 5/6/7 npu ycranoske MasterSCADA
4D Bepcum 1.3.3 m BbiIe

B MasterSCADA 4D HauuHasa c Bepcun 1.3.3 1 BbilLe NOMEHANCA NPUHLMN NPUBA3KN
NUUEH3MOHHOIO Kflo4a K YHMKanbHbIM NapamMeTpaM Kaxaoro 3kK3emnnsapa
KoHTponnepoB WirenBoard 5/6/7.

Ecnn Bbl paHee akTuBmpoBanu 5nULEH3UIO Ha [AaHHbIA KOHTponnep, TO npwu
oOHOBNEeHUn Bepcun mncnonHutenoHon cuctembl MasterSCADA 4D notpebyetcs eé
NOBTOpHaA akTuBauus. AKTuBauma ocywiectenserca 6ecnnatHo. [Ina aToro npuwnnrte
Ham cneayLlyo MHopMauuio:

e HOBbIN KOp 3anpoca (Request Key);

e CepuirHbIN HOMEpP KOHTpOMepa;

e HOMeEp M paTy cyeTa Ha NpuMobpeTeHne NULEH3UNY;

e (OTO WunbanKa (xenaTtenbHo);

e agpec 3NIEKTPOHHOW NOYThI.

HoBbin dpavn ana aktnBaumn nuueHsmn MasterSCADA 6ynet HanpaBneH Bam Ha
yKa3aHHbIN agpec 3N1EKTPOHHOM NOYThl B TeYEHME 2-X paboumx gHEN nocne nonyyeHus
AaHHOW MHopMaunn.

AnnaparHble 1 NporpamMmMHble Koun 3awmtbl MasterSCADA Crpannua: 33 u3 60



1=K

DIGITAL

12.06HOBNEeHMe NUUEeH3un

BecnnaTHbIn nepunop 06HOBIEHUA NPOrpaMMHbIX MPOAYKTOB MO YMOMYaHUIo
cocTaBnsieT rog ¢ gatbl NOKynku. o uctevyeHum cpoka Ansa OOHOBNEHUA MPOrpaMMHbIX
NpoAyKTOB HeoB6XxoAuMO ero npoasieHue. [1na npogneHna cpoka Bam Heobxoanmo
obpaTtnTbCa K Hawum oduumnanbHbiM AUCTPUMObIOTOPaM C 3anpocoM Ha npuobpeTeHue
onuuun obHoBNEeHUs nuueH3un ewe Ha 1 rog. Ccbinka Ha CNMCOK ANCTPUOBLIOTOPOB:
https://www.masterscada.ru/distributors

B cnyuae, korga obHoBneHue Tpebyetca Ansa ucnpasneHus owmnbok B paboTe
npogoykta, B NUCbMe B OTAeN npoAax HeobxoAMMO YyKa3aTb HOMeEp 3asiBKM B
TEXHUYECKYI0 NogAepXKY No ykazaHHoM npobneme.

Cpok OKOH4YaHusi OOHOBNEHUS MOXHO YBUAETb B UHTepdence cuctembl Kak
"[laTa OKOHYaHua Texnoaaepxku" (B Byayliem TekcT byaet ucnpaBneH Ha akTyarnbHbIN).

UTobbl y3HATb faTy OKOHYaHusA gencTeus 6ecnnatHoro o6HosneHus MO, MOXHO

HaNTW HYXHbIN KN4 Yepe3 ytunuty FindKey, Tam OyaeTt ykasaHa gaTa:

B Mownck knwouei - *

MCNonb30BaTE TN KIKIYE MPM FEHEPALAW KOHDWMYPELAN

V| MckaTe noKansHele KIoqmM V| MckaTe ceTeBble koYM

NokaneHele KM CeTeBble KNHOMK

* Cepwiinelid Homep knroua: (X3E88437C Knrou He HaigeH
Homep nuyensnn: 30015893 | MNporpamma: MasterSCADA 4D §05/2025

Co3zaate key.ini ana BeifpaHHo Kodurypalwm Mowak

nn6o RT: 06 onuuax -> [1aTa OKOHYaHMS TexnoaaepXKu:
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AECTEMR:
S SR il|#||o||®||2 I s
nPoLECCsI:
IDnpoyecca  Mpouecc | Homep Cocrosmne Mpoexr Bpems nocneaHero sanycka | Bpems nocneaHeli OCTaHOBKH Mocaeannii koa Bo3epaTa
6940 mplc 0 24.07_15 (APM 1) 17:27:27 17.07.2024
@ 3xcnopt npoexta @ B3xan npoekTa & flamn mplc OcrariosvTs npouecc | | 3anycTuTs KauewT
7460 nginx Buinonnaetca 17:27:27 17.07.2024

# ' Vndopmaums o npoexTe 1 06 onumax (Iksemnnap: £0) X
Hazsarve Mpoext Yaen
Howmep nuuersun 30015893
AaTa OKOHYEHNA TEXNOAREPXKKI 05/2025
Kon-g0 Touex 100

nnéo B camom npoekte DT: Cuctema -> APM -> KoHdurypaums -> TexHn4eckoe
CONpPOBOXAEHME:

M Mpoexr Mpaska Bua Cepsuc  Cnpaska

o - (1] % 0, (@ &

proBas cTpammua pegakTopa npoekTos X . APM1 X

Cucrema ll APM 1

APM1 n" ¥npaenenne | Kondurypauws || CTatmcTka

TEERER § Obwoswts T, 3xcnopt kondurypauwm npoexta (5] 3ccnopr cnevmdkaum

Hassarme Kondurypauwa

» 0y Bubanorern

12.1 OGHOBNEeHMe NUUEH3UM NPU UCNONb3OBAHMM anNMNapaTHOro Knkwua

O6HoBNEHME NUUEH3UN Ha annapaTHOM KJl04Ye OCYLEeCTBASIETCA C NMOMOLLbIO
cneuunanusmposaHHoro rnpunoxeHua « KeyUpdater».
Ncnonb3oBaHue faHHOM NporpaMMbl HEO6XOAUMO B ABYX Cyyasx:

- nocne onnatbl o6HoBNeHusa MO Ha 1 ropa;

- nocne onnaTtbl pacwunpeHna  QYHKLMOHANbHOCTM  MPOrpamMMHOro
obecnevyeHuna aona obHoBneHua coctasa MO B caMoM Knouye.

1
O OBPATUTE BHUMAHUE
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1. Ha momeHT rny6okoro o6HOBNeHUsA gaHHOW MHCTpyKuuu (aBrycTt 2024 r.)

npunoxeHue KeyUpdater coBmectumo Tonbko ¢ OC Windows, Bepcua ans
Linux B npouecce pa3spaboTku.

2. I'nueH3nun Ha KnYye 3aLuThl Heo6X0aMMO OOHOBMATL TOMNBKO HA TOM
yCTpoucTBe, rae 6yneT 3anyckatbcs nporpaMmma ob6HOBREHUS.

3. Bo Bpemsa popmMupoBaHusa 3anpoca Ha o6HOBIIEHME U NpUMeHeHNa anna
OOHOBNEHUS, KIOY HE OOSMXEH MCNONMb30BaTbCS KAKUM-NTMG0 NPUNIOXEHNEM.

4. Korga coopmupyeTtcsa 3anpoc Ha o6HoBneHue nuueHaun (dann sonpoc) ,
KoY 3alnTbl nepexoguT B pexmum obHoBneHus. MNpun akTnBauumm
nony4eHHoro ganna obHoBneHua (cann OTBET) KIY 3alUTbl BbIXOAUT M3
pexuma OOHOBNEHMS.

5. MonyyeHHbIn hann Ha o6bHoBNeHue (pann OTBET) MOXHO aKTUBMPOBATb
Tonbko 1 pa3. [NoBTOpHOE NpUMEHEHEe HEBO3MOXHO. Ecnn aktuesauma
npowsa HeygayHo, HeobxoauMOo NOBTOPHO dOpMUPOBATh 3aNpoc Ha
obHoBneHue (cann Bonpoc).

6. Cny4yaeTtcs, 4TO nocne o6HOBMEHUS KIOY NyCcTon, XoTs 6bino coobuweHune,
4YTO BCE NpoLwso ycnewHo. B atom cny4yae, Heo6xoaumo vyepes yTunuTy
FindKey nocmoTpeTb cocTaB Knto4va, U CreHepupoBaTb 3anpoc Ha 06HOBNEeHne
3aHOBO.

https://download.mps-soft.ru/support/Updates/UpdateKey/

[ns Bxopa ucnonb3ymnTe NOrMH U Naposib, yKa3aHHbIE HUXE:
NoruH: GuestSupport

Maponb: guest
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Mpouenypa popmupoBaHmsa 3anpoca Ha obHoBneHue
3anyctute nporpammy «KeyUpdater».

BAXHO

KoY, And Kotoporo Tpe6yeTcs| O6HOBJ'I€HVI€, OOJTXeH OblTb BCTaABNEH B
KOMMbKOTEP. ,El,pyrvle KINn4yun HeO6XO,E|,VIMO n3siieyvyb Ha BpemMsa oOHOBNEHMUS.

NMPUMEYAHUE

Ecnn y Bac yxe yctaHoBneHo nporpammHoe obecrneyeHne MasterSCADA 3.x,
TO nporpamma «KeyUpdater» no ymonyaHuio HaxoanTCs B CrenytoLen
pnpektopuun - C:\Program Files
(x86)\MPSSoft\MasterSCADA\Tools\Work_with_key.

2. B nosiBMBLUIEMCSl OKHE HaxXMuUTe KHoMnky «CreHepuposaTh 3arnpoc Ha 06HOBMEHNEe»:
= |

o

10 L=

CreHepipoBaTh 3anpoc Ha obHosneHne

MpuMeHuTb daitn obHoBNeHUA

3. MonyuenHblit dhain B opmaTe «question_IDKnioua.iug» HanpasbTe B 3asBKe B
HelpDesk, B none «Tun 3anpoca» BbibpaB «Kno4un - 0OHOBUTb, 3aMEHUTbLY.

Tun sanpoca

Kak¢" (BONPOCHI N0 LNpaBKe UM ypokam)

Mpobnema (He nonyyaetca)
Bar (oumbka B MQ)
Mpeanoxexne

anoba (npetenana)

l Kriouw - 0BHOBUTL, 3aMeHUTL |

B otBeT Bbl nonyuute pann «answer_IDKnroua.iua».
MosTOopHO 3anyctute nporpammy «KeyUpdater».

MpoBepbTe, YTOOLI B KOMMbOTEP OblN BCTABNIeH UMEHHO TOT KoY, A KOTOPOro
3anpalwmBanocb 06HOBMEHMe.

B nporpamme Haxmute KHonky «MpnmeHnTb dhann o6HOBNEHNSAY.

AnnaparHble ¥ NporpamMmHble Knoun 3aumTtel MasterSCADA CrpaHuua: 37 u3 60


https://support.masterscada.ru/

1=K

DIGITAL

CreHepupoBaTh 3anpoc Ha 0BHoBNEHe

MpuMeHUTL daitn obHoBNeHUA

12.2 OG6GHoOBNeHue nporpaMMmHoOro knwoua sawmrbl Guardant SP

Mocne npogneHnsa NULEH3UN UNu pacLluMpeHnsa UMer Wencsa (PyHKLNOHaNbHOCTH
MO Bam 6ypet HanpasneH ¢ann ¢ pacwmpeHuem *.grdvd. O6HoBneHne NnporpaMMHOro
Kno4Ya C MCrofib30BaHMeM MoflydeHHoro dauna ocyulecTBNsSeTCA aHanornyHo
npoueccy akTuBauum, onucaHHoMy B pasgene 11 HacToswWwen NHCTPYKLUNK.

AnnaparHble 1 NporpamMmMHble Koun 3awmtbl MasterSCADA Crpanuua: 38 u3 60



1=K

DIGITAL

13. YnpaBneHue u guarHocTmka npobnem npm ncnosib30BaHMM NMIULEH3UOHHOM
Bepcvum

13.1 MWMcnonb3oBaHMe BKNagku «YynpasneHue»

NHdopmauma o Homepe UCMoNb3yeMON NuULEeH3nn oTobpaxaeTca Ha BKnagke

«YnpasneHue» y3na (APM) B Cpede paszpabomku (DT) (cM. pucyHOK 7) nocne 3arpy3ku
KOHhpurypaumm B KnroueByto Bepcuto Cpedsi ucnosiHeHuA (RT).

CoctoaHue knwodeBon Bepcun RT  MOXHO npoBepuTb C  UCMOSb30BaHUEM

cneuunansbHoro npunoxenua gnsa Windows MasterSCADA 4D Monitor (CM. pucyHOK
10).

4% MasterSCADA 4D RT 13

BEACTENA:

- m] X
e me | we BOLL e i o oa 2 e
OB i 0 0 B 0
ID npouecca Mpouecc Homep CocToanne Mpoekr Bpema nocnearers sanycks Bpems nocnegHed oCTaHOBKM MocneaHnii Koa s038paTa

mple 0 OcraHoBAeH Mpoekr 1 (APM 1) 09:32:00 19.07.2024 00:36:55 19.07.2024 3a Jcex 100

3anycrums npouece

Bepcua: 1.3.5.19524{1.3.5 20240715.1 Guardant] l [Mocnegnas cunxponusauma : 09.39.14

PucyHok 10. MasterSCADA 4D Monitor

Bce npoueccbl fonxHbl 6biTb 3anyuwieHbl (B KonoHke «CocTosiHMe» Ans Bcex
npoLeccoB oTobpaxaeTcs cTaTyc «BbinonHsetca»). Ecnu ucnonbayeTcs knoyeBas Bepcus

RT, To B neBoMm, HuxHem yrny okHa MasterSCADA 4D Monitor yka3biBaetca Bepcus RT co
cnosom Guardant.

Ecnu RT pa3B&pHyT Ha onepauuoHHOW cucTeme Linux, To gna onpegeneHus
cocTtossHMa RT Heo6xoaMMO BbINONTHUTL KOMaHAY:

ps -aux | grep mpic

B OKHe TepMuHana, MOAKmMYEHHOro K y3ny. B BbiBoge pesynbTata KomMaHgpl
oTobpaxaetcsa cnucok npoueccoB RT (cMm. pucyHok 11), B TOM 4ucne:
¢ /opt/mplc4/nginx/sbin/nginx - Be6-cepsep Nginx
lopt/mplc4/mplc_service - cepsuc (cnyxba) RT
o /opt/implcd4/mplc - npouecc RT.

AnnaparHble 1 NporpamMmMHble Koun 3awmtbl MasterSCADA
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PucyHok 11. Pe3ynbmam 8bINOJIHEHUS KOMAaHObI ps -aux | grep mplc 8 okHe
mepMuHasa

BAXHO

[na npepoTeBpaleHunsa 3arpy3ku KoHurypaunum B LEMOHCTPALMOHHY IO
NOKanbHY cpepny UCMONTHEHUSA, UCNONb3yeMYIo Npu pa3paboTke NpoekTa, B
CBOWCTBax y3n1a Heo6Xx0AMMO OTKHUYNUTb «ABTO3anyCcK UCMONHUTENbHON
cuctembl» (cM. PucyHok 12 OTkntoveHme ncnonb3oBaHus nokanobHoro RT).
Ecnn BHewHunn RT He 3anyuweH, To Npun BKIIIOYEHHOM CBONCTBE «ABTO3anyckK
MCNONTHUTENbHON CUCTEMbI» NPOEKT OyaeH 3arpyxeH B nokanbHbln RT, a Ha
BKNagke ynpasneHus, B none «Tuvn nuueH3nn» byaeTt ykasaHo «[lemMo Bepcusi»
(cm. PucyHok 13 Bknagka ynpaBfieHUs Npu UCMOIb30BaHMn
AeMoHcTpaunoHHon Bepcum RT).

|
8% B8 Asrosan
CeRsb

ABTO33 MY CK KKMWEHTA BU3yanu3aunn

ABTOZaNyCK MCNONHWUTENEHOA CHETEMEI

ABTOZanNyCcK WCNONHUTENBHON CHCTEMBI
False

PucyHok 12. Omkar4eHue ucno/ib308aHus J10KkaibHol RT
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= . APM

Cucrema Bl APM 1
¥npaenenne | Kondurypauma = Cratncrnea

Yzen 1

WrHopupoeate oTkas

3anpeT CHHXPOHMZALMK
¢ 3arpysnTe
Kondmrypauma 2l

YcTaHOBNEHHER BEpC

LefcTENA Npn 3arpyzKe KOHGUIYPaLUNA WK CHCTEME CHHXpOHUZALMA BPEMEHN 33BN0KNpPOBAHHEIE NAPaMETDEI

I:‘ ¥AanuTe AaHHEI CTapTa KACHWE:

¥cTaHoBUTE OkHO 336N0KMPOBAHHEL NapaMETPOE

Tekywan sepc

PucyHok 13. Bknadka ynpasieHus npu ucno/ib308aHUU 0eMoHCmpayuoHHol sepcuu RT

13.2 OcHOBHbIe AeUCTBUA, BbINONMHAEMbIe, NPpU 3arpy3ke
KoHdurypauum B Cpedy ucrnosiHeHusi (RT).

3arpy3ka npoekTa u3 Cpepgpbl pa3pabotku B Cpefly MCMOSNTHEHMS BO3MOXHA Kak B
aBTOMAaTU4YECKOM pexunme:

https://support.mps-soft.ru/Help-web/index.html?zapusk uzla iz sredw razrabotki.html

Tak U B Py4HOM:

https://support.mps-soft.ru/Help-web/index.html?ruchnaya zagruska proecta v rt.html

13.3 TNMpocmoTtp koHdurypaumm (pepaakums, rpagaumsa ToUeK,
KONMUYEeCTBO 3K3emMmnnsapos mplc)

Mpu nepexope ¢ [lemo-Bepcumn (becnnatHas NULEH3UA C orpaHMvyeHnem: 1 yac
paboTbl unu 32 Tera) Ha Kommepyeckyto (nnaTtHy) nuuensuno MasterSCADA 4D yacTo
BO3HUKAIOT npobnemsbl, CBA3aHHbIE C OTCYTCTBMEM MNpaB Ha UCMOMb30BaHWe onuun,
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Hanpvmep: NpaBa Ha MCNOMb30BaHUE NPOTOKOMA UK Knacca yCTPOUCTB, NPEBbILLEHNE
KOnu4yecTBa Touek nogkntoyeHus. B Takux cny4vasx Cpeda ucnosiHeHus (RT) He paboTaer,
nn6o paboTaeT C orpaHNYEHUsIMN.

Ona npocmoTpa KoHdurypauum (napamMeTpoB) MNPUOBPETEHHON  NULLEH3UM
ncrnonb3ynte BKNagky «KoHdurypaumsay», nns nepexoga Ha KOTOpPYl Heo6XxoAaumo
BbIMOMHWUTb ABONHON LLENMYOK N1eBOW KNaBuULWM MbILUN HA 3Ha4YKe «Y3en» B IepeBe CUCTEMBI.

Mocne 3arpy3kn KoHdurypaumm n 3anycka RT Bo Bknagke «KoHdurypaumsay o6yaet
OoTpaxeHa cnepytouias MHpopmaumnsa (CM. pUucyHok 14):

1= Il APM

Cucrema

VYnpasnenme | Kondurypauna | Cratuciinka
3kcnopT koHdurypaumm (npoekTa) Cdopmuposate KoHdHrypaLmio Monuas Tabnuuya  ~ MocmoTpeTe pekomengaumMn
Hazeanme Mpoexr Kondurypauna

23

Free (Linux Toneko ¢ sepcwmn PRO)

31

PucyHok 14. Bknadka "KoHgueypayus"'

e B KONoHke «[llpoekT» - NapameTpbl, 3a4eNCTBOBaHHbIE B NPOEKTE;

e B KOJIOHKe «Y3en 1» - gocTtynHble [NapameTpsbl, komnnektaumsa (RT32, Lite, Standard,
PRO, Enterprise) RT.

e [apyras nHcdopmaums.

AnnapartHble 1 NporpaMmHble Knioymn 3awmTbl MasterSCADA Crpannua: 42 u3 60


https://www.masterscada.ru/price4
https://www.masterscada.ru/price4

1=K

DIGITAL

BAXHO

Pa3paboTunKy npoekTa Heo6XxoaMMO OCYLLECTBUTL aHann3 nony4YeHHbIX
AaHHbIX Ana npefoTBpalleHns HeucnpaBHoCcTel B paboTe BHeLLHEN cpeabl
MCMNONHEHMS, CBA3aHHbIX C HApyLIeHNEeM NULEH3UMN.

Hassanue Kondurypauus
Homep sepcun

[lata nocneaHero M3MeHeHUs

Hassanne

HDMEP NALEHSHUK

,QETB OKOHY3HWA TEXNOJAEPKKN
Kon-so Toyex

Kon-so ceccuin

Kon-so 3xzemnnapos

HauaneHeiit HOMep 3k3emnaapa

MSRT-DB

MSRT-Red
MSRT-Local
MSRT4D-Int
MSRT4D-C#
MSRT4D-GIS
MSRT4D-TRN
MSRT4D-Catalog
MSRT4D-Security
MSRT4D-HubConnect

PucyHok 9. Omcymcmasyem npaso Ha ucnoJib308aHue pacwupeHHol HacmpoUlKu
uHgopmayuoHHol b6eszonacHocmu

13.4 KnueHt Busyanusauum. OrpaHuueHue nNogxknioUYeHUMn
Hantn nHdpopmaymio o AOCTYNHbIX KONMNUYECTBaxX CECCUN, T.€. €ANHOBPEMEHHbIX
NnoaKn4YeHnn KNMMEHTOB  BU3yanusauuu K MpOeKTy, MOXHO BO BKJlagke
«KoHdurypauusa» yana, KonoHka «Y3en 1», B CTpoke «Konu4ectso ceccuiy.

Mpwn HapyLWeHNN KoNNU4ecTBa AONYCTUMbIX MOAKIIOYEHUN, B CTPOKE COCTOAHUSA
OyneTt oTpaxeHa COOTBETCTBYOLWAa MHpopmaumsa (CM. pucyHok 16).
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CeepHyTh OuUnCTHTL
30.12 2022, 09:29:41 215311974 x
MpesuiWeHo paspeLeHHoe YHCNo
NOAKMONEHWA K CepBepy
v 30122022, 09:20:41 2153119744 OwmOKE NOIKTIEHHA
B Iocaihost:3185/indexhtm x UbuntuT1 x S 354 == BE s

€ > C A Hesawwuweno | 10.30.5.55:8043/1/index.htm|

CaepHyTe Oyncmrs

30.12.2022, 09:33:20 susyanu3auua HEAOCTYNHa B 3TOM NpoeKTe

; 30.12.20; 33 HENOCTYNHA B 3TOM NpoeKTe

PucyHok 16. CoobuwieHue o npesbiWeHUU Koiu4ecmsa NoOK/Il4YeHul 8 KaueHme
su3yasu3sayuu

Ecnn B npoekTe pa3paboTYMKOM MPEBbLILEHO KOMMYECTBO 3SKIEMMNSPOB
KJUeHmos 8u3yaju3ayuu, TO Mpu NonbiTke obpaTuTbCA K Y3My, 3arpy>XeHHoMy B
ak3emnnsap RT, B knueHTe Bu3yanusauun byaet oTpaxeHa owmnbka 0 HEAOCTYNMHOCTM
BU3yanusauyuu.

13.5 WUcnonb3oBaHue nor-cpauna

NHdopmaumsa o nMuEeH3Ium

Mpu 3anycke Cpedbl ucnonHeHusa (RT) B nor-camne RT oTpaxaetca NpoOTOKOn
onpepeneHuns Knroya.

Ona RT Ha onepaumoHHON cucteme Linux, ecnu yctaHoBKa cpefbl MCMOMHEHUN

ocyLecTBnanach ¢ onumen --enable-log
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[root@localhost]# ./install.sh --enable-log --with-reports --netkey

nor-cpamn mplc_YYYY_MM_DD.txt, rae YYYY_MM_DD - pata B COOTBETCTBYIOLLEM
dopmaTte, 6yaet dopmmpoBaTbCcA B katanore log paboyenn nanku cpefbl UCMONHEHUS.

Ona RT Ha onepauuoHHou cucteme Windows nor-cpannsl gopmMmupyotca B
katanore log\N pabouyen nanku cpegbl ucrnonHeHus, roe N - Homep ak3emnnsapa RT.

@ NPUMEYAHUE

Ecnu npu yctaHoBke RT onuua, BKNtoYaLwaa normpoBaHme, He 6bifia ykasaHa,
TO OTNaAO0YHY0 MHPOPMALMI0O MOXHO BbIBECTU B OKHO TepMUHana, ¢
nomoubio 3anycka RT cnepytowen komaHgou: [root@localhost])#
/etc/init.d/mplc4 start (unu restart) local, rge onuua local BkntoyaeT BbIBOA
oTniago4YHOM MHOpPMaLKnnN B OKHO TepMuUHana.

Mpumep 3anucu B nor-ganne:
Log to : log/mplc_2022_07 _14.txt

MasterSCADA 4D RT started (1.2.16.27212) Date: Jun 29 2022 15:58:27 ID: Guardant
Platform: linux-x64 (11)

(PID=25637) (Dir=/opt/mplc4)
ProgramPath=/opt/mplc4/ DataPath=/opt/mplc4/
39981213: Change state from 00 to 03 (1)
Date=14.07.2022 Time=11:06:21:213

No File: NET = FALSE

Key found : 3EED798F

MosicHeHMA K 3anucam, KoTopble oTobpaxeHbl B nor-ganne:

1. Guardant - ucnonb3dyetca Bepcua RT, nuueH3anpyemass C UCMOSIb30BaHWEM KITlOYEN
Guardant;

2. Platform - onepaunoHHasa cuctema (nnatcgopma) RT;

3. Key found - knto4 66151 HANAEH N CYNTAH MAEHTUPMKATOP Knto4a.

AnnaparHble 1 NporpamMmMHble Koun 3awmtbl MasterSCADA Crpanuua: 45 u3 60


https://support.mps-soft.ru/Help-web/index.html?rab_papka_sredy_ispolnenia.html
https://support.mps-soft.ru/Help-web/index.html?rab_papka_sredy_ispolnenia.html

1=K

DIGITAL

4. No File - pann key.ini He 6bIn ncnonb3oBaH (CM. pa3gen «. Micnonb3oBaHue danna
key.ini»)
5. NET = FALSE - gonxeH ncnonb3oBaTbCs NOKalibHbIN KITHOY.

@ OBPATUTE BHUMAHWE

Guardant SP - 3710 codpTBepHana peanusauyma Guardant Sign,
npefocTaBnAaAlLLaa NpakTUYeCckn Bce Te Xe BO3MOXHOCTN C TOYKU 3pEHUSA
3alUnTbl, YTO U SNIEKTPOHHbIE KITHOYN.

Mo nupopmaumm ot nponssogutens kndven Guardant SP nogaepxusaeT Bce
onepaumnoHHble cucteMmbl Windows, faHHble Kio4YuM HaXo4AaTCA Ha cTaguu
noonepxku, Ho gopabaTbiBatbca He 6yayT. TecTMpoBaHne HENOCPEACTBEHHO
Ha Linux He NnpoBOAUNOChH.

Ansa OC Linux pekomeHayem ncrnonb3oBatb USB kniou.

6. 06 ucrnone3oBanuu ceresoro Kmoua NET 6yaet umeTtb 3HaueHne TRUE.

Nudopmaumsa, otobpaxaemasa B nor-cdaine, Kotopas CBUAETENbCTBYET O
npobnemMax, BO3HUKALWMX NpU OnpeaeneHnmn Knwya:

7. Key error 1: Dongle Not Found - knto4 He HangeH RT;

8. Key error 110: Wrong key platform id - kntouy npegHa3sHadeH gna RT Ha gpyroun
nnatgopme

9. Key error 100: Key version is not valid End in key 6/2021 <--> End in program 9/2022
- ucnonb3dyetca Bepcua RT, pata BbiNycka KOTOPOM NO3Xe [aTbl OKOHYAHUA
nuueH3nu.

Homep ucnonb3yemon nuueH3unm, 3anMcaHHom B KNtoye, yKa3biBaeTCs B CEKLMM J1Or-
danna «LoadAndPreparey, roe packpbiBaeTcs nHopmMaunsa o 4OCTYNHbIX onuuax. Homep
nuueHsun otobpaxaetca B cTpoke «LicNumber» (cm. PucyHok 8. WHdopmauusa o
KOHMrypaumm B nor-gamne).
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B mc [root@wirenboard-AMB2' X

28116864: LoadAndPrepare: Loading configuration, (load=1) (M=18567168 free 1896574976 bytes)
SessionsLin 1

PLCConnectionsLimit=100

LicNunber=4060103

InstancesLimit=1

AllowedVersionDate=39

BaseType=H

Mercury230=1
DriverSNMP=32
Driver618
DriverFBU
DriverMQTT=16
DriverIEC104=32

UHchopmauua o HepeUuCTBUTENbHOCTU NIMLIEH3MM HA MPOrpamMMHOM Khioue

8. Mpu ncnonb3oBaHMKM NPOrpaMMHOro Kio4a, B criydae OTCYTCTBUSA NMULLEH3UK, B NOT -
danne otobpaxaetca uHgopmauma: Not activated (6)! Request key: [kog 3anpocal, roe
[koa 3anpoca] - Homep knto4va. KoTopbit He06X0ANMO HanpaBUTb B KOMMEPYECKUI
otaen OO0 «M3K OANOXNTAI». HyxHo co3anaTth 3asBky B cucteme HelpDesk (BbibpaB
B none «Tun 3anpoca» Kntoum - 06HOBUTb, 3aMeHUTb) Ana opMmnpoBaHua danna
NPOrpamMmMHON NINLEH3UN.

NHpopmauma o koHpurypaumnm
NHdopmaumsa o pocTtynHbix [lapameTpax (MpOTOKOMbI, OMNUWUKW, KOMUYECTBO
AOCTYMHbIX TO4YEeK BBOAA-BbIBOAA, KOMIMYECTBO KIIMEHTOB), B COOTBETCTBUM C
npuobpeteHHon otobpaxeHo B cekummn nor-panna «LoadAndPrepare»

(cM. PucyHok 8. IHpopmauusa o KoHdurypaumm B nor-gpanne).

13.6 Owmubka channa grdkey.sys npm ycraHoBke apamsepa Guardant
(CvHuM 3KpaH)
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BAXHO

C Hos6psa 2023 roga NoO ymMOnMYaHUI0 BCE HOBbIE KITOUYM MOCTaBMASIOTCA C
nognepxkon HID pexuma. [Ina ctapbix Kno4yen goctatoyHo byaeTt npocTto
06HOBMTLCA (OTNPaBUTL 3anpoc Ha obHoBneHune kntova B Otaen MNpoaax).
O6HoBnATbL cam mplc He TpebyeTtcs. Bcé nenaetcs Ha ypoBHE NPOLLMBKM
camoro kntoya. besgparnBepHblin pexunm BbibupaeTca Ans BCEro Kft4ya, a He
ANA KOHKPETHOWN 3anncu Ha Kro4e.

https://dev.quardant.ru/display/KB/0031

Owunbka

Mpwn yctaHoBke [Jpansepa Guardant Bo3HMKaeT ownbKa
danna grdkey.sys nnu grdusb.sys 1 onepaunoHHasa cuctema Windows 10/11
nokasbiBaeT cuHuM 3kpaH (BSOD) n nepesarpyxaeT KoMnbloTep.

onsa ncripasJjieHnA OLNBKN HeobXxoaANMO:

1. OTkNoUNTb PyHKUMIO LlenocTHoCTb namaTu - I3onauusa agpa:
o Ortkponte LeHTp 6e30nacHocTn 3awmtHuka Windows.
o Bbibepute paspen “besonacHocTb yCcTponcTea’.

& Uenp Gesonackoctu Jausmmka Windows = B X

g 8 be3onacHOCTb yCcTpoOiCTBa

@ Kaburer 3awmTa, BCTPOEHHaA B YCTPOICTBO.

D 3almta OT BUPYCOB ¥ yrpo3

55 Vizonauws sapa

2 3awwra yueTHbix 3anuceii
aumMn pabore

eT ANA 3aLUNTEI [NABHBIX
BpaHamaysp 1 6e30nacHOCTb CeTH

—1 Ynpasnerue npuno: ‘6paysepom

B be3onacHOCTL yCTPOiiCTBa
C!anaapmaﬂ 6e30nacHOCTL 06opynosanwa He NOAAEePXUBAETCA.
%2 TNpou3BoAUTENBHOCTS ¥ PabOTOCMOCOBHC Moapo6Hee

dh Mapamerpbl Ana ceMbyn

& Napametpb!

o B cekunm “UUsonsaummn agpa” Haxmute ccoinky “CeegeHunsa ob nonsauymm
appa’.

e [lepeBenute nepeknwyatens “‘LlenocTHOCTL NaMATU” B HEAKTUBHOE
NosoXxeHue.
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& Uenp Gesonacroctu Jauurmrika Windows - o x

.......

) Kabuner JlocTynHble Ha yCTPOCTBE dyHKUMK 6E30NaCHOCTH, KOTOPbIE MCMONL3YIOT
6e30nacHOCTb Ha OCHOBE BMPTyann3auuu.
©  3awwura or BUpYcoB ¥ yrpo3

Q 3 5 LlenoctHocTb namatu
M 3awmra yueTHbix 3anucen

MpeaoTBpaLLaeT ataku, OCYWeCTBAREMbIE NYTEM BCTaBKW BPEAOHOCHONO
() bpaHamaysp v 6e30nacHOCTb ceTn KO/a B NPOLECCHI C BbICOKOH 6€30NaCHOCTbIO
£ Ynpaenenue npunoxetuamu/6paysepom
- p p /6pay3ep @ oma.

1 be3onacHoCTb yCTpoicTBa
loapobHee
MNpou3B0ANTENLHOCTL ¥ PaBOTOCMOCOBHC

|

s  MapameTpsl AnA cembm

@ Napamerpsl

e [locne BbINOMHEHMA 3TUX [OEUCTBUW HYXHO Mepe3arpy3uvTtb
KOMMblOTEpP, YTOOLI UBMEHEHUS BCTYNWUIN B CUNTY.

Ecnu ykasaHo, 4to “OTuM napameTpom ynpasnseT Bawl agMUHUcTpaTop”

2. OTtknountb Device Guard

[lna 3anycka pepakTopa nokasnbHbIX rpynnoBbix nonutuk B Windows goctaTto4yHo
BbIMNOSIHUTL KOMaHAy gpedit.msc B KOMaHAHOW CTpoke, cmd unuM okHe “BbIMNONHUTL”
(Win+R).

B rpynnoBbix nonutukax nepengute "KoHdwurypauusa KomnboTepa" >
"AOMUHUCTPaTMBHbIE WabnoHbl" > "Cuctema" > "Device Guard" > cnpaBa Bbibepute
"BknounTb cpeactBo obecneyeHus 6e30MacHOCTM Ha OCHOBe BuUpTyanusauun”.
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Qaitn  [fedctene Bua  Cnpaexa

&% 2@ = Hd= 7

Cp NO¥aNbHON FPYNNCBOH NOAMTHKY

5| Nonvruxa *NlokansHbi komnboTep”
~ & KoHdurypauma xomneoTepa
> [ Kondurypauns nporpamm
KoHdurypayna Windows
v [ Agannuctpatvonsie wabnons:
Komnonenrs Windows

Al Cocroanue Cocroamme Koo!
|1z] Paseep GyHruan ynp P & Sauy Wind He sapana
@ Brnrouute cpeacteo ofiecneyenins 6e30NICHOCTA H2 OCHOBE BUPTY ! B 3

3 BRAKSHTL CPEACTEO OBECNEdeHNA BESONICHOCTI #3 OCHOBE BMPTYA/MILIK

3. Nocne
nepesarpy3unTtb

KOMMbIKOTEP n

:1
—1 Memo «[Tyck= u namens 3ap24
7| Manens ynpaenenns [EF] Brarounte cpeacrao ofecneuensn Ge0nacHOCTH HE OCHOBE BUPTYanM3aLMN
_| Mpnurepw
7| Cepeep Npeaviaywus napavetp (e oty
] Cens .
v- [ F_"tmu (O Hesapars  Konwentopuit:
» . App-V
. Device Guard @ Brmousno
1 iscs
~ Kerberos O Oremouesso
L e s TpeGoearns k B2peum: | Lo oo Wen dows Server 2016, Windows 10
. Boccranomnenmne
| BoccTaHOSNEHME CHCTEMS!
| Bxog v cuctemy Mapanmerpsi; Cnpaska
| Tpynnoeas noanthka
| [warnocrvra v ‘ < I BriGepute ypopaHe BesonacHocTh nnardopus: Yxaseinaer, SKAIOUCHD N $yrxuns “BesonacnocTs 13 0C
< ' Pac| enpTyanuIaupe’.
| " | Besonacnas sarpysxa n 3aumma DMA v
2 napamerpos r Wit e thanins i

OTKNMK4YEeHNA YKa3aHHbIX

3aHOBO

dyHKUMA  Heobxoaumo
YCTaHOBUTb aKTyallbHyl0 BEpCuUI0

Opansepbl Guardant.
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14.4aBO ot TexHuueckou NMoppepxxkm

PewaTtb npobnembl ¢ knw4vamu (annapaTHbIMK KIOYaMy 3alnTbl) Npexne BCEro
cnepyeT HayaB CO crneayluero Yek-nucTa:

1. MNopg kakyt onepauuoHHyt cuctemy npowunt knwd (Windows/Linux). Cm. paHHyto
UMHCTpYKUUto unn gorosop. (MovTtn ¢ camoro Havyana 2023 roga Bce KoYu nayT cpasy u
nog Windows, n nog Linux);

2. MoxHo nu knto4 o6HoBUTL A0 Tekylen Bepcum MasterSCADA. 3to onpepenseTca patomn
3aKslyYeHna aoroeBopa n Hanuymem B HEM onuumn 6ecnnaTtHoro o6HOBNEHUA Bepcun B
TeyeHue ropa (ctapasa OpPMyNMpPOBKA «pacClUMpeHHas TexHuyeckas noapepxkay).
MoOXHO ucnonb3oBaTb BEPCUIO, BbINYLEHHY [0 AaTbl OKOHYaHWA nuueHsun. Cwm.
[0roBop;

3. Ecnu Takon onuuun He 6bIN0 MK CpoK UCTEK - Ana kakon Bepcun MasterSCADA pencrteyet
kntod. CMm. gorosop;

4. OnpegenuTb TUN KIOYa: ABNAETCA MU KIOY NOKaNbHbIM Mnun ceteBbiM. CM. faHHYI0
WHCTPYKLUIO UNn AOroBop;

5. YcTaHOoBfeHa nNM UMEHHO NULUEH3MOHHaa (Kommepyeckas) Bepcus Cpedsbl ucnosHeHusA (RT).
NHudopmauns 06 satom cogepxutcs, Hanpumep, B MoHutope MasterSCADA 4D, roe cneea
BHM3Y YyKa3sbiBaeTcs MHGOpMaLMs O NUUEH3UKN (KakK Ha NpuBeAEHHOM HUXE PUCYHKE) nnbo
0 TOM, 4YTO 3TO - gemoBepcua. T.e. npunucka «Guardant» B JaHHOM crly4yae o3Ha4yaeT He
TO, 4YTO KJOY BCTaBfeH WwWnNuM HangeH, a TO, YTO YCTaHOBJIEHA nUUEH3Mpyemas
(kommepueckas) RT.

3% MasterSCADA 4D RT 1.3 — (] b3
aeicTam:

P W B Biolin ioX Do 2 I e

PPN 55055 0000 0 S S S R
ID npouecca | Mpouece HﬂMep Cocrosmme Mpoexr Bpems nocnearero samycka Bpewms nocneanei ocTaHosKH Nocneanmii koa so38paTa
mple Ocranosaen Mpoekr 1(APM 1) 09:3200 19.07.2024 09:36:55 19.07.2024 3a 3ce 100

O O e B 7 R T

3anycruTs npouecc

m: 1.3.5.19524{1.3.5 ZC_ELDHE.T Euardanlll Mocnepyan curxporusauma : 09.39.14
BAXHO
YacTo nytaHuua 6biBaeT numeHHo TyT (DT, nokanbHbin RT, gemo-sBepcus RT u
nuueHnsupyembln RT - HyxeH nocnegHun). Cm. pasgen 5 HacTodAwen
NHCTPYKLMMW.

OBPATUTE BHUMAHUE
JlvueHsupyemas (kommepuyeckas) Bepcua RT — 3TO oTAENbHbIN YCTAHOBLUMK.
RT B DT - aro Bcerga DEMO. CMm. pa3fen 5 HacTosALeN MHCTPYKLNN.
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6. Kakoun Tun kntoya 6bin ykasaH npu ycTaHOBKE nuueH3npyemon cpeabl ncnonHenusa (RT).

1@ ¥eranoska MasterSCADA 4D RT 1.3 — X

Manka ona YCTaHOBKH NPOrpaMMbl
BriGepHTE Nanky yCTaHOBKKM Nporparmel

|C:'|Program Files\MPSSoft\MasterSCADA 4D RT 1.3

BLIBpath MyTh YCTAHOBKM

Tun Knioya

(®) NoxansHeni (SIGN) () Ceresoii (SIGN NET)

Hazag OTMeHa

OBPATUTE BHUMAHUE

Ecnn He yBepeHbl, TO nepeycraHOBUTE FULEH3MPYEMYID (KOMMEPYECKYIO)
Bepcuto RT. CM. faHHY0 UHCTPYKLUIO.

7. Kakas nHgopmaums otobpaxaeTtcsa Ha BKnagke «YnpaeneHue» Y3na B Cpene pa3paboTku.
CM. AaHHYH0 MHCTPYKLMIO;

8. HacTtpoeH nu chann key.ini 4ns Tex cnyyaes, Koraa Ncnosib3yeTcsa HECKOSbKO KITHoYen,
cogepxawmx nuuenaunto Ha pasHble npoayktbl OO0 « 3K OUNOXUTAST». CM. AaHHyto
WHCTPYKLMIO;

9. B KakOM COCTOSSHUM HaxoOMTCH BHELWHASA cpefa ucrnonHeHnsa RT. CM. faHHY0 MHCTPYKUMIO;

10. YTO0 OTpaxaeTca B NpOTOKOsIE onpeaeneHus Kntoya B norax RT npu 3anycke cpeapl
ncnonHeHnsa RT. CM. 4aHHYIO MHCTPYKLMIO.
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15. OumbKM Knmroua (CoBeThbl ANA NPOABUHYTLIX NOSib30BaTerien)

OT0 00LWMe pekoMmeHpaumnm n s nokKanbHOro, u Afs CETEBOro KIo4ven.
Y Knto4ya ecTb 3 COCTOSAHUSA OLINOKMU:

1. Kntoy Buaunt n nporpamma, un FindKey, Ho Kntoy He 3anyckaeTcs.

2. Kntou Bugut FindKey, HO He BUAUT nporpamma.

3. Knto4y He BuauT HK FindKey, H1 nporpamma.

B cnyuvae 1:

MpoBepsem noru nporpammebl. Bo Bcex (kpome OPC) ecTb MHpOpMaLUA O Kitode.

TyT BO3MOXHbI 3 BapuaHTa:

A) Knto4 nycTtomn.

B) NMporpamma 6epéT He Ty NULEH3NIO.

B) He ToT cocTtaB nuueH3aum.

BapuaHnT A. BoamoxeH npu ownbkax obHoBneHuns. 3to 6yaet cpaldy BuaHo B FindKey:
Npu NOMbITKE PacKpbITb COCTaB KJtoya OyAeT HanucaHo, YTO «KJY nycTton». Heobxogumo
OBGHOBUTD KITHOY LUTATHBIM MEXaHU3MOM 1 MPOBEPUTL eLle pas.

BapuaHT B. BOo3MOX€eEH, eCcnn Ha KI4ve 3anucaHO HEeCKONbKo NuueH3nn. B norax
NpPorpaMmmbl HyXXHO NMOCMOTPETb, YTO BbIBOAUTCS O Kilo4e U Kakne onuunm cymtaHbl. O6bI4HO
CMOTPWUM Ha HOMEp NporpamMmebil.

Takxe nocmoTtpute nHgopmaumo n3 FindKey gna atoro knwya. Ecnm nuueH3nn Ha
OAHY nporpammy 6onbuwe, yem 1 (ckaxem 2 MasterSCADA 4D un3 kotopbix ogHa Ha 100
Touek, BTopas Ha 500), To HyXHO cdhopmMmupoBaTb key.ini Ans Hy>XHON NNLEH3UN, pa3MeCTUTb
B Hajnexauwiem kaTtanore (CM. [aHHYIO WHCTPYKLMIO), nepe3anycTuTb MporpamMmmy wu
npoBepuTb paboTocnoCOBHOCTb Kntova. Takum o6pa3oM Mbl yKa3biBaeM nporpamme, C
KaKon MMEeHHO NnuueH3unen paboTaTb.

BapwuaHnT B. [lpoBepbTe cOCTaB NMULEH3UU, N YTO UMEHHO cneunanucT ucnonb3yeT B
npoekTe. CocTaB NULEH3UN HYXHO CMOTPETb B JIore camoin NporpaMmmbl, MMEHHO TaM BULHO,
YTO KOHKPETHO CYMUTAHO M3 Kfo4a M pa3peleHo ana ucnonb3oBaHusa. Cny4vyanocb, 4TO
cneunanucT nomnyyan OO6HOBNEHME, HO He aKTMBMpPOBan €ro, Npu 3TOM OXuAas HOBble
ornuun; Unu onunuu HeBepHoO 3anncbiBasnuch.

Ciofa e MOXHO OTHECTU OKOHYaHue cpoka 6ecnnatHoro o6HoBneHua gns knoya (1
roa). BoamoxHo, ckayaHa 6onee HoBas Bepcus MasterSCADA, yemM no3BonseT Kiw4y. 370
6yaeT BUAHO No fnory owmnbok.

B cnyvae 2:

lMpoBepsem no fnoram, 4To BUAUT Nporpamma.

TyT BO3MOXHbl 3 BapuaHTa.

A) MNporpamma HE mncnonb3ayet key.ini (n3 FindKey).

B) Mporpamma NcnonbayeT key.ini (13 FindKey).

B) Mpwn ycTtaHoBKe nporpammbl 6bi1 BbiIOpaH ceTeBon TUN Kioya.

BapuaHnTt A. [laxe ecnnm Ha KJYe TONbLKO OAHa NUUEH3UA, cllyyaeTcs, 4To
Heobxoaumo, Bce paBHO, chOpMUMpPOBaTb M NOACTABUTL key.ini ansa nporpaMmmbl. 3a4acTyto
«0OLWMN» MOUCK NULLEH3MN MOXET paboTaTb XyXe, YeM eCliM TOYHO yKa3aTb YTO MUMEHHO
nwem. Ecnu xe nuueHsnn Ha ogHy nporpammy (ckaxem 2 MasterSCADA 4D 13 KOTopbix
ogHa Ha 100 Touek, BTopasa Ha 500), To ucnonb3oBaHue key.ini 0693atenbHO, NOCKOSbKY
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Hago ykasaTb nporpamMme c 4emM MMeHHo paboTaTtb. Ecnn Ha MK 6onbwe 1 knwoya (BHE
3aBUCMMOCTM OT TOrO, YTO TaM 3anncaHo), To ucnonb3oBaHne key.ini Tak xe ob6a3aTensHO.

Ecnun aToT cnoco6 He nomor, To pacnakynte Bce annbl ytunutbl FindKey B nanky c
nucnonHutenbHbiM annom (.exe) mplc, 3anyctute FindKey n nouwmrte knwd. 3To genaetcs
ANA TOro, YtTo6bl NPOBEPUTL, ECTb NN B AOCTYN K K04y, HAX0AsWeMycs B 3Ton nanke. [leno
B TOM, 4TO 3anyckas FindKey mn3 ppyroro mecrta, Hanpumep, ¢ paboyero crtona moxet
BO3HUKHYTb CMTyauusa, NP KOTOPON HACTPOoMKKM 6e30nacHOCTH, aHTUBUPYC unm nogobHoe
MO 6nokupytoT gocTtyn K nanke ¢ mplc. Ecnu nogobHaa 6rnokupoBka obHapyXxeHa, TO
Heob6x0QMMO NepeHacTpouTb CUCTEMY Tak, YTOObl OTKPbITb JOCTYN NporpamMmme K HyXHOW
narke.

BapwmanTt B. Yganute dpann key.ini n co3pgatb 3aHOBO A1 HY>XHOW JIULLEH3UMW.

Yxe Oblno Takoe, YTO CNEeunanucTy MEHsiMM KAY WNn COoCTaB Kr4ya, a daunn
ocTtaBanca crtapbiM. B anne key.ini copepxutca Homep adenkm un ID kno4va, oTkyaa
CUYMTbIBaTb, ECNIN KITHOY UM COCTaB KIitoya cMeHuncs, To nubo ID kntoya (06a3aTtenbHo) nmbo
HOMep A4YenKn (BO3MOXHO) MOryT NMOMEHsSTbCA. T.e. OH OyaeT uckatb NMHO He TOT KUy,

nmnbo cumTbiBaTh HE U3 TOW fYerkn (a oHa, Hanpumep, Tenepb 3a OPC, a He MasterSCADA).
Ecnn He cpaboTtanu oba BapuaHTa, To Ha Windows MOXHO NpOBEPUTb, YTO CTOUT

nocnefHsisi Bepcusa apansepa Kntoua.

BapwuaHT B. lNporpamma He 6yaeT pabortaTtb, ecnu y Bac nokanbHbIN KNtoY, a npu
ycTaHoBKe Obly1 OTMe4YeH ceTeBOW (MpM 3TOM C CETEBbIM KIlOYOM nporpamma Oypet
pabotaTb B 06oux cny4yasax). Heobxoanma nepeyctaHoOBKa C NpaBUIIbHbIM TUMOM.

# Ycranoska MasterSCADA 4D RT 13 o = X

MNanka Ana yCTaHOBKH NPOrpaMmbi
BuibepuTe nanky yCTaHOBKK NPOrpaMMel

C:\Program Files\MPSSoft\MasterSCADA 4D RT 1.3

BuibpaTh nyTe YCTaHOBKM

Tun Kmosa

(® NoxansHew (SIGN) (O Ceresoi (SIGN NET)

Hasan Ormena

Ecnu He cpaboTanu Bce Tpu BapunaHTa, To Ha Windows MOXHO NPOBEPUTb, YTO CTOUT
nocneaHAa Bepcus gpansepa Knioya.

1. Heobxoaunmo BbiTawmTb Kntod n3 MK (ob6sa3atensHo).

AnnaparHble 1 NporpaMmmHble Knoun 3awmTbl MasterSCADA CrpaHnua: 54 3 60
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2. Cka4yaTb M yCTaHOBUTb NOCNeaHne Bepcun gpansBepos
(c canta npoussogutens https://www.guardant.ru/support/users/drivers/, Tam

BbibpaTb hain ¢ paclumpeHnem .exe, OH ganblie caMm BCE caenaer).
3. lMepeszarpy3untb K.

Korga Bepcusa gpansepa otnmMyaeTcs OoT Bepcun 6ubnmoTtek, KoTopblie Mbl UCMONb3YeEM, TO
KoY MOXET He HaxoAuTbCA caMon nporpaMmMmoin. Ha akTyanbHbIX BEpCUAX MNporpamm
MasterSCADA n OPC Bce 6mMbnunotekn aktyanbHble. HOMUHANbHO MHCTaNNsaUMUs akTyanbHbIX
ApariBepoOB NPOUCXOAUT aBTOMAaTUYECKN MPU YyCTAaHOBKE, HO, B AAHHOW CUTyauuu, nydwe
nepeycTaHoBUTb.

B cnyuae 3:

IOna Ha4yana obHoBnsiem gpansep (ona Windows) kak onucaHo Bbiwe. [Janee cMOTpUMm
Ha nHAukKaTtop Ha knwye (ansa Window u gna Linux), oH JONXEH ropeTb POBHbIM LIBETOM.
Ecnn npet muraHne wnu He roput BOBCE, TO CMOTPUM TyT (MEPEHOCUM Ha MalUunHy C
Windows):
https://dev.guardant.ru/display/KB/0003

Ecnu n nocne Bcex MaHUNynauuin, KOTopble TaM yKa3aHbl, KN4 HEe Ha4YMHaEeT ropeTb
poBHO, cBAXuTecb ¢ OTAenomMm npojax ANs 3aMeHbl Kfya sales@masterscada.ru unm
ocTaBbTe 3aaBKy B HelpDesk.

Ecnn knioy roput poBHbIM LBETOM, HO He BuaeH B obenx nporpammax, CMOTPUM
yepes yTUNIUTY gMarHoCTUKM camMoro npou3BoauTens:
https://dev.quardant.ru/display/KB/0001

Ecnu ytunnta kntod Haxogut, a FindKey HeT, To npoBepdaem 4To y nanku ¢ FindKey
€CTb BCe pa3pelleHuns Ha paboTy. Ecnu Hu ytunuta, H1 FindKey He HaxogaT, TO CBAXUTECH
c Otpenom npogax Anst 3aMeHbl Kito4a.

Kogbl ocHOBHbIX owinbok M ux pacwudposka.

-99 [1aHHble Ha Knoye He
oTHocATca K MasterSCADA | Mpu nosnyyeHnmn aTnx owmnboK, HanuwmnTe 3asBKy
4D B HelpDesk.

-100 Bepcus B knioye HoBee,  hitps://support.iek-digital.ru/ru
4yem Bepcus B nNporpamme

-101 Kntoy ¢ 3aaaHHbIMK YKaxute Homepa: Knr4a, olunbKn 1 Ana Kakom
ycnoBunamMmm noncka He nnaTcpopr| KJTHOM.
HanaeH

-109 ®ann grdvd 6bin cobpaH ¢ | HelpDesk - MHCTpyKUms - KnueHTam (noyemy,
Apyrum ID Knioya, HeXenu | 3auem u Kak)
ncnonb3yercA. https://support.mps-

-110 Kntou He noaxogut and soft.ru/support/MasterSCADA HelpDesk about.pdf
paHHon OC.

AnnaparHble 1 NporpaMmmHble Knoun 3awmTbl MasterSCADA CrpaHnua: 55 13 60
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-199

Knio4y He oTHOCUTCS K
MS4D.

-200

NcTek 6ecnnaTHbIN
nepuopn obHoBNeHUn ons
NUUEH3UN.

MonHbIM NepeyYeHb KOAO0B OCTAaHOBKM:
https://support.mps-soft.ru/Help-web/index.html?kody poslednej ostanovki.html

16. QencTBUA Npu yTepe UM NoBpeXaeHumn Krrova.

YTeps kno4ya paBHOLEHHA NOJIHOLEHHOM yTpaTe npoaykTa.

1.

AnnaparHble 1 NporpaMmmHble Knoun 3awmTbl MasterSCADA

Mpu yTepe nnun noBpexzaeHun kntoda Bam Heobxoaumo HanncaTb NMMCbMO Ha MOYTY
sales@masterscada.ru, nnbo co3paTb 3aaBky B HelpDesk.
Ecnu kntoy HencnpaBeH/noBpexaeH - ero Tpebyetca Hanpasute B OO0 «M3K
OVNIOKUTAI» no agpecy 105066, r. Mockea, HuxHsaa KpacHocenbckas, 40/12k2,
nogbe3n 1, atax 3 - AnA AMarHOCTUKMN.
e eCnv HencnpaBHOCTb Kitoya no BuHe npoussogutena Guardant- OO0 «M3IK
OVNIOXKUTATI» nponseenet 6ecnnaTHyo 3aMeEHY KIlouya.
e €CNN HEUCNPaBHOCTb KfoYa No BMHE 3aKa3yunka, TO 3aKa34yumK JOSIKEH KyNUTb HOBbIV
KITHoM.
YT1epa USB-kntoua ¢ nuueHsnammn MasterSCADA paBHOLLEHHa NOIHON yTpaTe NPoAyKTa,
ANS nocneayoLero ncrnosnb3oBaHusa KoHeYHbI Nonb3oBaTeNb A0NXEH NpuobpecTu
HOBbIN KoY 1 nuueH3un MasterSCADA.
Ins npoponxeHus paboTbl 06beKTa B AEMO pexnme ckayante AemMOo BEPCULO U3
HelpDesk (pa3nen «baza 3HaHuin», kateropua «CkavaTtby):
1. «[Jo 32 TeroB (To4ek)». NogxoanT Ana Mmanbix 06BbEKTOB. PerynspHo
nepesanyckaTtb Cpedy ucnosiHeHus (RT) He noTpebyeTcs.
2. «1vac». HeT orpaHn4yeHus Nno KONnM4ecTBy TEros, HO NOTpebyeTcs
nepesanyckatb RT kaxapln yac.
Ecnu y Bac 6onbLion 061eKT, HO nepe3anyckatb RT kaxabin Yac HET BO3MOXHOCTU, TO
nepeaenanTe NpoekT nog 32 Tera MakCMMyM U UCMONb3YNTE AEMO BEPCUIO Ha 32 TOYKM.
Takxe mbl gocTynHbl no Tenedony 8 800 775-57-90, nob. 7 (Otaen TexHu4eckom
Mopaepxkum).

CrpaHuua: 56 3 60
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17.MpunoxeHue 1.

Mpumep ypavyHOro NOAKIIIOMEHUMA K cCpeae MUCNONHEeHMUs,

YyCTaHOBINEHHOM Ha BupTtyanbHou mawmHe ¢ OC AstralLinux.

«XocToBas» MawuHa. CepBep Kno4en.

Server Guardant Net on WIN-SDUPCC77D6S masterscada.ru

Administration

Server Monitor Client's setting

9 WIN-SDUPCCT77D6S masterscada.ru
B INSB5V2

o Guardant Sign Net (0x45236574) 1D kntoua, oH e 6yaeT ykasaH B nor-daiine cpeabl McnonHeHus
Dwgle resource (9/10)
= Licensed Module Ne 0 (0/1)

8, mplc (192.168.1.104) |P-agpec BUpTyanbHoii MawmHbI €O cpefoii UCNoNHeHns

= L\censed Module Ne 1 (1/1)
= Licensed Module No 2 (1/1)
= Licensed Module Ne 3 (111)
= Licensed Module Ne 4 (1/1)

tral? ‘mplcd$ cat gnoclient ind

slas Jopty

mpe

[c l ient]
HHHHH K EEE ¢

|_| c_re
=1

ip_na
ip_name_:

102,168
ondary

search_reqgu

[timeout]

BupTtyanbHaa mawuHa. CogepxaHue cdanna gnclient.ini.

B, License

Type: Floating

Status: Connected

Consumption mode: Per station

Host: 192.168.1.104 |P-aapec BUpTyanbHoOI MaLLMHbI CO CPefioii MCNONHEHUS
Process: mplc

Application count: 1

Connection count: 1

PID: 1848(1)

[MpoBepka nHopmaumm B nor-cpanne NCNOSIHUTENbHOW CUCTEMbI HA BUPTyalibHOW
MawwuHe. Ecnn npn yctaHOBKe cpefbl UCNONHEHMA Obifl MICNONb30BaH KoY --enable-log,
TO MOXHO HabpaTb KoMaHay systemctl status mplc4 n nony4nTb gaHHbIE O

MeCTOI'IOJ'IO)KeHMM TeKCTOBOFO nor- cbavlna
plcd

’,\\ :Ilt\il 4D RT

generated)

2824-1:

pt/ mul
LS8

mps@astral?
° mpl« 4. set
MSK; 1h 3Bmin

)-13 18:22:16 ago

Memory
CGroup tem.slice/mplcd.serv
B8 nginx: m er proce
9 nginx: worker proce
‘opt/mpled/mplc
/opt/mplcd/mplc
/opt/mplcd
t/mplcd$ cat

ice
/opt/mplcd/nginx/sbin/nginx -p /of
/netkey
/netkey

/opt/mplcd/mple new

/opt/mplcd/mplc new

etkey /log:. /log/mpled/mple_
og/mplcd/mplc_26824_12_13. txt

AnnaparHble 1 NporpaMmmHble Knoun 3awmTbl MasterSCADA

t/mplcd -c /opt

/mplcd/nginx/conf/nginx-mplc.conf

/1og ~/log/mplcd/mplc
/log
2824_12_1

log/mplcd/mplc_2
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Cop,epxaHl/le J'Ior-cbal/lna ﬂOKa3blBal0LU,ee yp,aque nogkKnw4yeHne K CepBepy KJ'IlO‘-IeVI
: 40 BT sté (1.3 218 I : ' 2L 13d:dl 1Dy Guardant Platform: linux-xbd_key (11)
[ON_HASH '
N_PATH:
BUTLD:

DataFath=/opt/mplcd/
int=4, DWORD=4

ot using kei.ini file
= TRUE
found : 45236574

\ v - B9 MasterSCADA 4D Mpoexr 3

ﬁ Mpoexr Tpaska Bua Cepsuc Cnpasxa X Wcnoanenue Ortnanxa Ta6anua
D*H D+ P

Aepeso

CraproBas cTpanuvua peaakropa npoexios X . APM

)
+

v a Cncrema
% .@ APM 1 D_‘ Yng HWe Londpurypaums Cr

¥ ] be3onacHoctb

W Cucrema W APM 1

Yzen 1

~ 7 Pecypant

- WrHopuposars oTka3
* ] Oxua pee

| OxHo1 3anpeT CUHXPOHU3aUMK
& Mapamerp1 g B3
’ % bubnunorexu Kondurypaums 3arpysuts

Cucrema 3arpysuts

JleiicTena npw 3arpyske KOHOUIYpaumm nam cuctemsl  CMHXPOHM3ALMA BPEMEHN 3a610KMpPOBaHHBIE N3

00:00:00 Ycranosuts Oxro 33
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i AstraSE [PaBoraer] - Oracle VirtualBox -

B Mag

» Wl Bm6auorexn
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18.Mpuno>xxeHme 2. Bua cpepbl pa3paborku npm

npaBsusibHOM NOAKIIOYMEeHMUU

pe3epBUpOBaHMA.

89  MasterSCADA 4D 13 : Mpoexr 4

A Tpoexr Tpaska

- =% O

Bua Cepeuc Crpaska Mpoekr | Vicnonwenve | Omnagka | Ta6auua

Bee yanst CooBlueHH HeT. /U1 NPOBepKY MPOEKTa HaxmuTe KHOMKY MposepHTs

[ Tpadwueckuii urtepdeiic
B} Cryx6oi
0B Coxparenve cocronnna 4
08 Mexyanosan ceass
ﬁ,ce:epmpoaa—m “
) Apxvsbi
[} 3anaun
[ Buewnve kananb
[ Mpotokonsi
» £} Besonactocts
O6beKThi
O6bexT 1
~ B3 Pecypen
~ [ Okna
B oko1 A~
» [0l BuGAvoTexn

& HRK~ o]

Bua  Cepayic

-=% 2

A Mpoexr Mpaska Cnpaska

Bee yanst

- 8l cvcrema
Bo@v 3
¥ [ Tpaduueckuit urtepdeiic
~ B Cryx6m
B Coxparierive cocronrua 4
[0 Mexysnosan ces:
B8 Pesepsvposarive 4
Apxusi
» [ 3anaun
[ BHewnve kanansi
[ NMpotokone:
» [} besonactocts

Obnexsi
Pecypcsi

Bl oko1 A~
» | BuGamotexn

CraproBa CTpaHyLa PeAaKTopa NpoeKTos. X

Cucrema M APM 1
CGratuctvka

snexve | Kondurypauua

Onpoc Yaen 1

MASTER Master

Cumena macrepcTsa
3arpysute

Koourypauvsa

YcraHosneHHas sepcus

Bepcws npoexta
Bepcya cpeabl paspaboTky :

MuHuManbHas Bepcua cpeabl paspaboTku

[leiicTBuA Mpy 3arpy3Ke KOHOUIYPaLIMAK UaK CACTEM !

[ Yaanute pasnsie ropasero pecrapra

Texyuias sepcvs @ 1.3.6.21852

MasterSCADA 4D 1.3 : MpoexT 4

Mpoext | Wcnonwenve | Omiagka | Tabnvua

AM1 X BBl OB

OxHo1 X

[ Pyunoe ynpasnenve

VirHopuposats oTkas

3anper cUHXpOHM3aLMM

1.3.6.21852 mplc4 Dec 12024 22:42:25 winb4

IP-aapeca: 192.168.1.103;
Tun avuensum : Jlnuensua 30015893
14 2024-12-13T12:31:44.0324860+03:00
1.3.6.21852(1.3.6_20241201.1)
1340

CHHXpOHV3aLVA BpemeHH

Pacxoxaenve: | 0p,00:00

CoobleHuii Her. LA NPOBEPKN NPOEKTa HaxMyTe KHONKy TposepuTh

CTapTOBan CTPaHMLA PEAAKTOPA MPOEKTOB X m M1 X 8

Cucrema M APM 1

Ynpasnenue | Kordurypauus | Cramucruka

&5 O6HoBuTH T, 3xcnopt koHurypauum npoexta
Hasanue Mpoexr
Homep sepcuu 14

Aata nocnearero nsmeHeHua 13.12.2024 12:31:44.032

Korurypauus APM 1
Hassanve

Obuuee

Homep nuensun

Bepcva MCNOAHUTENLHOM CUCTEMbI
TexHuuecKkoe ConpoBoXaeHie
Konuuecrso Touek

KonMuecTeo kaverTos
KonMUeCTBO 3k3eMnaspos
HauanbHbiii HOMep JK3eMnAApa
Onuwm

MSRT-DB

MSRT-Red

MSRT4D-Int

MSRT4D-C#

MSRT4D-GIS

MSRT4D-TRN

AnnaparHble 1 NporpaMmmHble Knoun 3awmTbl MasterSCADA

(] 3xcnopr cneungukauun

Kondurypauusa
14
13.12.2024 12:31:44.032

Ysen2

30015893
MPS-MSRT4D-500-P-RED
[o 01.08.2025
500 500
2 2
1 1

30009183

YcraHosuTs

MPS-MSRT4D-500-P-RED
Jo 01.08.2025

[ Pyuroe ynpasnete

Wrtopupogats oTkas

3anpeT CUHXpOHM3aLMM

3arpysut

3622016 mplc4 Dec 92024 19:08:55 win64
IP-aapeca: 192.168.1.105;
JNuersna 30009183
14 2024-12-13T12:31:44.0324860+03:00
1.3.6.21852(1.3.6_20241201.1)
1340

YcTaHoB/eHHan Bepcus :
Tun Anuensun
Bepcus npoexTa :

Bepcus Cpeas! paspasoTku

MuHMManbHas BEPCASl CPEab Pa3paBoTKiA

3a6/10KMpOBaHHbIE NapaMeTPbl

OKHO 336/10KMPOBAHHBIX APAMETPOB

Y Monvas taénvua -

§8% Cron6un

(2) Pexomerpauvmn

MPS-MSRT4D-500-P-RED

CrtpaHuua: 60 u3 60






