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MasterSCADA 4D components

The MasterSCADA 4D system consists of the following components:

integrated development environment (DT);
runtime comprising a set of modules (RT);
HMI client.

A project is created within the IDE and is later started in real time controlled by
the runtime modules, while the HMI client provides access to the graphical part.

The IDE is a Windows application.

Figure 1— General view of the IDE

The project is created within a unified IDE. No other tools or editors are needed.

Once entered in the system, data become available for any project component.

The IDE is easy and convenient to use with a context menu as the basic tool for
creating project components and a drag-and-drop tool for setting up the links
between components. The IDE boasts a wide range of tools for replicating ready-
made solutions, automating typical operations as well as for debugging projects
in emulation (on a local PC) and real execution modes (incl. loading to a target
device).
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The runtime is a system where a created project is executed.
With MasterSCADA 4D, you can program all of the following in one project:

programmable logic controllers (PLCs);
local control panels (local HMI panels);
operator workstations;

archive and process servers;

cloud services.

MasterSCADA 4D provides special runtimes for the control system
components above. The runtime is installed on these devices and serves to load

and start the designated project parts when so commanded by the IDE.

$ Important! A project in the runtime can be launched automatically
and without using the IDE when the device is started.

MasterSCADA 4D provides runtimes for various operating systems such as
Windows and Linux. A commercial version of IDE should be chosen depending on
the quantity of received and transmitted data and on project-specific functions.

For more details, see Selecting Runtime Options.

MasterSCADA 4D uses the HTML5 standard to provide visual information. To
implement the standard, a web server is included in the server end in most of the
runtime modules. It generates HTML5 pages to be displayed in the
MasterSCADA 4D HMI client.

It should be noted that the HTML5 standard is supported by all modern web
browsers, including our in-house browser. This makes the visual information
displayed in MasterSCADA 4D much more accessible as you can use any device
with a modern web browser as an HMI client. These may include not only PCs but
also operator panels, smartphones, and tablets. You can connect to the
MasterSCADA 4D server from any of these devices and get access to the same
information as provided to an operator at a local workstation. Of course, this is
only possible if access to the information or control has been granted.
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IDE system requirements

Minimum system requirements

« operating system (OS) - Windows 10 SP1 x64 (the operating system
must support Russian);

+ CPU-Intel® Core™i3, 2.3 GHz;
- RAM-8GB;

« display resolution-1280x1024;
» hard disk - 10 GB free space;

+ keyboard, mouse.

© Important! MasterSCADA 4D IDE can be installed if the minimum
system requirements are met but you may experience lagging
during project development when switching between tabs or using
trees and editor panels. Long-running operations such as project
conversion may be time-consuming.

Recommended system requirements

+ OS-Windows 10 x64 or later;

+ CPU -latest multicore CPU: Intel® Core™ 5 or higher, 3.4 GHz

+ RAM-16 GB or more;

« discrete graphics card with up-to-date drivers (5 years old or newer)
« display resolution —1920x1080;

» hard disk - SSD;

» free disk space-100 GB;

« keyboard, mouse.

l ® Important! Only 64-bit operating systems are supported.

&) Important! MasterSCADA 4D IDE can be installed and run on virtual
machines but we do not guarantee performance or stability in this
case. Even though the resources allocated to a virtual machine
meet the system requirements, this will not provide the same
efficiency as on physical hardware.
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l 2 See also: Project-specific system requirements
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Runtime system requirements
MasterSCADA 4D RT runtime has a modular structure.

List of modules:

Data processing server Receives data via standard
protocols: Modbus, DCON, etc.

OPC UA client/server Data can be received and
transmitted via the OPC UA cross-
platform standard

Archive server Historical logging option. If
historical logging is provided on
PLCs, provide the archive storage
location. This would typically be an
external memory card

Web server Used where remote or local HMI
clients need to be connected

HMI client A client connected to the runtime
web server. It could be IEK DIGITAL
client or another brand e.g., any
Chrome version later than v.66, etc.

You can connect and disconnect some modules when configuring your runtime
in accordance with the project requirements and hardware capabilities. Each
module demands certain device resources. Minimum requirements for the
installation of MasterSCADA 4D RT runtime:

Data 256 64 400 MHz
processing

server

OPCUA 256 64 400 MHz
client/server

Archive server 256 64 400 MHz
Web server 256 64 400 MHz
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HMI client 2048 4096 1GHz

Runtime can use almost any CPUs that meet the above power requirements.
Make sure that APIs are in place in order to develop software for particular

hardware.

The requirements may be raised depending on many factors such as project
complexity, amount of data received, specific archiving procedures, fast
response, large quantity of dynamically modified window components, if any, etc.
Such characteristics are used to determine whether MasterSCADA 4D RT can be

ported to anew PLC type, operator panels, and other form factors.

Supported operating systems:

Windows Windows 10 We recommend
relevant Windows
updates to ensure
that your protection

Windows Embedded Windows 10 We recommend
Standard relevant Windows
updates to ensure

Windows Server Windows Server 2016 We recommend
relevant Windows
updates to ensure

Linux (incl. AstraLinux, 318 Supported for x86,
Debian, AltLinux, etc.) x64,arm, armé4.
Linux-like systems
typically come with
default runtime but
some OS builds may
require some
improvements.

MAC OS Supported for an HMI
client only. An HTML5-
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enabled browser
installed in the OS
canbeusedasan
HMI client.

Supported additional platforms:

Baikal T1and Baikal M Debian GNU/Linux/QNX

microprocessor-based platforms (information on these runtime is
available on request; not included
in MasterSCADA 4D as standard)

l / See also: Project-specific system requirements
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MasterSCADA 4D IDE and runtime requirements are related to the number of

tags that are supposed to be used in a project.

Recommended system requirements for IDE:

100 - Intel Core i5 (2600 16 128
1000 MHz+) 10th GB GB
generation or SS
higher (or similar) D
2500 Intel Corei7 (3100 32 256
- MHz+) 10th GB GB
10000 | generationor SS
higher (or similar) D
3000 Intel Core i9-9900K 64- | 512
Oand 9th Gen or higher / 25 GB
more (we also 6 SS
recommend later GB D
versions such as
Core™i9-12900K
and later).

Discrete
graphics
card
(NVIDIA
GeForce
GT 1030
or similar)

Windows
10,
Windows
11,
Windows
Server
2016 and
higher

Recommended system requirements for runtime:

100 - Intel Core i5 (2600 16 128
1000 MHz+) 10th GB GB
generation or SS
higher (or similar) D
2500 Intel Core i7 (3100 32 256
- MHz+) 10th GB GB
10000 generation or SS
higher (or similar) D
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30,00 Intel Core i9-9900K 64- | 512
O- 9th Gen or higher / 128 | GB
150,0 (we also GB | SS
00 recommend later D
versions such as
Core™i9-12900K
and later).
150,0 CPU: Intel Xeon 25 1
00 - Gold 6256 or Xeon 6 B
300,0 W GB SS
00 D
300,0 CPU: Intel Xeon 25
00- Gold 6256 or Xeon 6-
500,0 W 512
00 GB
500,0 CPU: 2x Intel Xeon 512
00 - Gold 6256 and GB
1,000, higher
000
1,000, CPU: 2x Intel Xeon 1
000 - Gold 6256 and B
2,000, higher
000
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2016 and
higher.

Linux
(supporte
d by all RT
versions
(Standard,
Pro,Enterp
rise)
except
Lite):
AstraLinux
(1.7 or
higher
(Oryol,
Voronezh,
Smolensk)
), ALT
Linux (8
SP or
higher),
RED OS
(7.3 or
higher),
Ubuntu
(20.04 LTS
or higher)

Recommended system requirements for DB server:
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Postgr | 8cores (16 logical 16 GB 30GB Stabl Windows
eSQL threads), 3.5 GHz and + data e link 10,
and higher more space at10 Windows
depen Mbps | 1,
ding or Windows
onthe highe Server
amoun r 2012 and
t of higher,
data Linux
(Astra/Alt/
RED OS)
Micros | x64,2.0 GHzor 20GB Intern | Windows
oft higher (AMD + data et, 10,
SQL Opteron, AMD space stabl Windows
Server | Athlon 64, Intel e link 11,
2019 Xeon supporting at10 Windows
Expre Intel EM64T, Intel Mbps Server
ss Pentium IV or 2016,
and supporting highe Windows
later EM64T and r Server
higher) 2019
AVAD Intel Core i 1GB + Stabl Windows
S (2600 MHz+) data e link 7,
10th generation space at 10 Windows
or higher (or Mbps 10,
similar) or Windows
highe ",
r Windows
Server
2012 or
higher,
Linux
(Astra/Alt/
RED
OS/Ubunt
u/Debian)
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Iinstalling MasterSCADA 4D

Windows OS

There are two installers for MasterSCADA 4D products:

MasterSCADA4D.exe—MasterSCADA 4D IDE (project editor)
installation wizard (see Installing MasterSCADA 4D IDE). The IDE also
includes MasterSCADA 4D RT runtime for workstations running
Windows OS;

MasterSCADA4DRT exe— MasterSCADA 4D RT runtime installation
wizard for workstations running Windows OS (see Installing
MasterSCADA 4D RT runtime). This wizard does not install the project
editor.

To install the required MasterSCADA 4D product, start the respective installer.

After installing any of the MasterSCADA 4D products above, the installation
wizard will initiate the installation procedure of Core Components Redistributable
and/or Microsoft.NET SDK if these products are not yet installed on the PC (see
Installing OPC Core Components Redistributable and Installing SDK).

Other operating systems

The runtime installation method will depend on the device OS.

Windows Embedded

Installing MasterSCADA 4D IDE

Running MasterSCADA4D.exe opens the initial dialog of the installation wizard:
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= X

Install MasterSCADA 4D 1.3.RC ‘.
Type: Development Environment ”

Publisher: MPSSoft
Version: 1.3.10

Select the setup language:
English (United States) -~

Cancel

Figure 2 - Running MasterSCADA4D.exe opens the initial dialog of the installation wizard

In the dialog, select product localization (Russian and English are supported).

Click Next to open a license agreement dialog:

= x

License Agreement

Please carefully read the license agreement ”

End-User License Agreement for
MasterSCADA RT™, 5 runtime system of
MasterSCADA™, 3 software suite

IMPORTANT - READ CAREFULLY

This End-User License Agreement ('EULA') is a legal agreement between you (either a legal or a natural
person that justly purchased a license for using MasterSCADA RT™, a runtime system of MasterSCADA™, a
software suite ('MasterSCADA RT™')) and the MasterSCADA RT™ exclusive right holder
(registration number 2010617624, 'RIGHT HOLDER').

MasterSCADA RT™ includes a set of programs of various functional compositions, written to the respective v

Figure 3 - Click Next to open a license agreement dialog

¥ | accept the terms of the license agreement
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Read the text, check | accept the terms in the license agreement, and click

Next. The following window will open:

= X

Folder for program installation

Select a folder to install the program. h’

Install folder

C:\Program Files\MPSSoft\MasterSCADA 4D 13.RC\ |

¥ Create a shortcut on the desktop

Figure 4

Here you can change the product destination folder using the Browse button

and also create a program shortcut on the desktop by checking the Create

desktop shortcut option.

® Important! When selecting the installation path, avoid folders with
Cyrillic characters in their names.

Click Install to open the installation process dialog:
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Installing MasterSCADA 4D 1.3.RC ‘.

Please wait until MasterSCADA 4D 1.3.RC is installed on your computer u

Status:

Extracting files from archive

Cancel

Figure 5 - Click Install to open the installation process dialog

You may need to allow the program to make changes to your device:

MasterSCADA 4D 1.3.RC

Verified publisher: OO0 MACTEP NPOJAKLIH CO®T 3HA
CHCTEMS
File origin: Hard drive on this computer

Show more details

Figure 6 — You may need to allow the program to make changes to your device

To proceed with the installation, click Yes.

Wait until the installation is complete and the last wizard dialog appears:
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Completing installation ‘.

Program MasterSCADA 4D 1.3.RC is installed on your computer. u
Click "Finish" to exit the installation program

1 Run MasterSCADA 4D 1.3.RC

Visit site masterscada.ru

Figure 7 — Wait until the installation is complete and the last wizard dialog appears

You can also click Visit www.masterscada.ru to go to the official IEK DIGITAL

website.

If you have selected Launch MasterSCADA 4D, click Finish to run
MasterSCADA 4D IDE.

To close the wizard, click Finish.

® Important! Make sure to clear the UTF-8 beta use check box in the
OS language settings prior to installing the runtime in order to
create projects in Russian in the English version of Windows:

¥ Region Settings ped

Select which language (system locale) to use when displaying text in programs
that do not support Unicode, This setting affects all user accounts on the
computer,

Current system locale:

‘English (United States) v|

[ |Beta: Use Unicode UTF-8 for worldwide language support

oK Cancel |
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Figure 8

Description of MasterSCADA 4D shortcuts

After completing installation, the wizard will create a program group, Start - All
programs - MPSSoft, containing the following menu items (see also Using
MasterSCADA 4D shortcuts):

» ThisPC » Windows 10 (C:) » ProgramData » Microsoft » Windows » Start Menu » Programs » MPS5oft

s

Mame Date medified Type Size

35 MasterSCADA 4D 1.3.RC Help 4/21/2026 %:51 PM Shortcut 2 KB

78| MasterSCADA 4D 1.3.RC License agreement 472172026 9:51 PM Shortcut 2 KB

#8| MasterSCADA 4D 1.3.RC Whats new 4/21/2026 9:51 PM Shortcut 2KB

ﬁ MasterSCADA 4D 1.3.RC 4/21/2026 9:51 PM Shortcut KB
Figure 9

MasterSCADA 4D 1.3, where 1.3 is the version number, starts the IDE
(project editor; command <MasterSCADA 4D installation
folder>\bin\ms4d.exe);

MasterSCADA 4D 1.3 What's new opens the file <MasterSCADA 4D
installation folder>\bin\Config\WhatsNew.RTF;

MasterSCADA 4D 1.3 Help opens this help file (file <MasterSCADA
4D installation folder>\bin\Config\Help\help.exe);

MasterSCADA 4D 1.3 License Agreement opens the license
agreement (file <MasterSCADA 4D installation
folder>\bin\Config\License.RTF).

Updating version on Windows OS

To update the MasterSCADA 4D IDE version, you must delete the current

version and reinstall it.

2/ See also: Installing MasterSCADA 4D IDE

Uninstalling MasterSCADA 4D

Installing the runtime on Windows OS

Uninstalling MasterSCADA 4D
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To uninstall MasterSCADA 4D, go to the Windows control panel, open

Programs and Features (Apps & features), select MasterSCADA 4D, and click
Uninstall:

& Settings
% Home Apps & features
B MasterDigitalTwin-Server 133 MB
Find a setting R Gn! 441472026
Apps f:y MasterSCADA 4D 1.3.RC 3.33 GB
4/21/2026
1310

iz Apps & features

i=r Default apps

m MasterSCADA Monitor 2.55GB

Figure 10

Starting up the IDE

To start up the IDE (project editor), select the required MasterSCADA 4D
version in the Start menu , or double-click the MasterSCADA 4D [version
number] shortcut on the desktop, or open <product installation
folder>\bin\ms4d.exe from the Windows explorer. This will open the project

editor start menu (see Start menu).

Once the project editor starts, a sys_log folder containing activity protocols
(fles named yy mm_dd HH_MM_SS.log) is created in the %user
profiles\AppData\Roaming\MPSSoft\MasterSCADA4D[version number]\
directory.

Installing additional components

Iinstalling OPC Core Components Redistributable

The MasterSCADA 4D installation wizard will automatically run the installation
procedure of OPC Core Components Redistributable if the product hasn't yet
been installed on your PC.
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ﬁ OPC Core Components Redistributable (x86) 1051 — e

License Agreement

FOUNDATION

Please take a moment to read the license agreement now. f you accept the terms below, click "1
Agree", then "Next". Otherwise click "Cancel".

NON-EXCLUSIVE LICENSE AGREEMENT ~

The OPC Foundation, a non-profit corporation (the "OPC
Foundation™), has established a set of specifications
intended to foster greater interoperability between
automation/control applications, field systems/devices,
and business/office applications in the process control

industry.
The OPC anecificatimm=a define atandard interfarmes. 7
(@ | Do Not Agree ()| Agree
Cancel < Back MNesd =
Figure 11

The first dialog of the OPC Core Components Redistributable installation
wizard is the license agreement dialog. Select | Agree and click Next. This will
open the following wizard dialog:

Page 19 of 99



MASTERSCADA

ﬁ OPC Core Components Redistributable (x86) 1051 — e

Select Installation Folder

FOUNDATION

The installer will install OPC Core Components Redistributable (c86) 105.1 to the following folder.
To install in this folder, click "Mext”. To install to a different folder, enter it below ar click "Browse".

Folder:
C:\Usersh_\appDatasLocal\OPC FoundationCore Components 3.00 Browse...

Disk Cost...

Install OPC Core Components Redistributable 6c86) 105.1 for yourself, or for amyone who uses this

computer:
(® Everyone
() Just me
Cancel < Back Mead =
Figure 12

Here you can change the product installation folder (Browse button) and set an
installation type for yourself (Just me) or for all users (Everyone). Click Next to

open the installation confirmation dialog:
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'ﬁ OPC Core Components Redistributable (x86) 1051 — e

Confirm Installation

FOUNDATION

The installer is ready to install OPC Core Components Redistributable §86) 105.1 on your computer.

Click "Mext" to start the installation.

Cancel < Back E Next >

Figure 13

To start the installation procedure, click Next. The dialog will show the
installation progress:

'ﬁ OPC Core Components Redistributable (x86) 1051 — -

Installing OPC Core Components
Redistributable (x86) 105.1

FOUNDATION

OPC Core Components Redistibutable (86) 105.1 is being installed.

Flease wait...
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Figure 14— To start the installation procedure, click Next. The dialog will show the installation
progress

When the installation is complete, the wizard's final dialog will appear:

ﬂ OPC Core Components Redistributable (:86) 105.1 — pod

Installation Complete

FOUNDATION

OPC Core Components Redistributable (c86) 105.1 has been successfully installed.

Click "Close" to eadt.

Please use Windows Update to check for any critical updates to the MET Framewaorl:.

Figure 15— When the installation is complete, the wizard's final dialog will appear

To close the wizard, click Close.

Installing Microsoft .NET SDK

The MasterSCADA 4D installation wizard will automatically install
Microsoft.NET SDK if the product is not yet installed on your PC:
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Microsoft .NET SDK 8.0.407

Setup Progress

Processing:  Microsoft MET Runtime - 2.0.14 (x64)
N

Cancel

Figure 16

You may be required to restart the PC after installing Microsoft. NET SDK.

Installing MasterSCADA 4D runtime

The runtime can be installed on a device without installing the IDE. The runtime
installation method will depend on the device OS.

Windows Embedded

Installing on Windows OS

To install MasterSCADA 4D RT runtime on Windows OS, one installer is

required based on the type of license you use. The following options are available:

MasterSCADA4D_RT_Demo.exe - for the demo version;
MasterSCADA4D_RT_Key.exe - for the version with Guardant key

protection;

MasterSCADA4D_RT_Activation.exe - for the versions with
Activation protection. Starting from version 1.3.10 MasterSCADA 4D,
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the activation mechanism on Windows OS has been switched to the
BLAKE3 cryptographic algorithm. The runtime works with both the old
activation file (before version 1.3.10) and the new format;
MasterSCADA4D_RT_RT32.exe - for the version limited to 32
sampling points.

You can download the required installer from our technical support's FTP
server. To access the FTP server, you must register with the HelpDesk technical
support system.

The installation procedure is the same for all versions:

Installing MasterSCADA 4D RT runtime

Iinstalling MasterSCADA 4D RT runtime

Starting the MasterSCADA 4D RT installation file opens the initial dialog of the
installation wizard. Select a client language (the default is Russian) in the dialog
box and click Next:

= X

Install MasterSCADA Monitor
Type: Runtime environment
Developer: MPS Soft

Version: 1.3.10

Select the setup language:
English (United States) -~

Figure 17

Then the license agreement dialog will open:
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License Agreement

Please carefully read the license agreement

End-User License Agreement for
MasterSCADA RT™, 5 runtime system of
MasterSCADA™, 3 software suite

IMPORTANT - READ CAREFULLY

This End-User License Agreement ('EULA') is a legal agreement between you (either a leaal or a natural
person that justly purchased a license for using MasterSCADA RT™, a runtime system of MasterSCADA™, a
software suite ('MasterSCADA RT™")) and the MasterSCADA RT™ exclusive right holder
(registration number 2010617624, 'RIGHT HOLDER').

MasterSCADA RT™ includes a set of programs of various functional compositions, written to the respective v

+ | accept the terms of the license agreement

Cancel

Figure 18 — Then the license agreement dialog will open

Read the text, check | accept the terms in the license agreement, and click
Next. The following dialog will open:

Folder for program installation

Select a folder to install the program.

Install folder

CA\ProgramData\MPSSoft\MasterSCADA4D_RT\ |

Figure 19
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Here you can change the product installation folder by clicking Browse. The
default folderis C:\ProgramData\MPSSoft\MasterSCADA4D RT\\ .

$ Important! When selecting the installation path, avoid folders with
Cyrillic characters in their names.

Click Install to open the installation process dialog:

Installing MasterSCADA Monitor

Please wait until MasterSCADA Monitor is installed on your computer

Status:

Extracting files from archive

Cancel

Figure 20 - Click Install to open the installation process dialog

You may need to allow the program to make changes to your device:
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MasterSCADA Monitor

Verified publisher: OO0 MACTEP NPOJAKLUH CO®@T 3H]
CWCTEM3
File origin: Hard drive on this computer

Show more details

Figure 21— You may need to allow the program to make changes to your device

Click Yes to continue the installation process.

If OPC Core Components and the protection key driver are not yet installed,

they will be installed automatically.

Wait until the installation is complete and the last wizard dialog appears:

Install complete

Program MasterSCADA Monitor is installed on your computer.
Click "Finish" to exit the installation program

Figure 22 — Wait until the installation is complete and the last wizard dialog appears
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To close the wizard, click Finish.
MasterSCADA 4D RT includes three components:

Monitor.Launcher is an application that configures and launches the
HMI client;

Monitor.Server is an application designed for centralized runtime
control;

Monitor.Host is the machine where the runtime is installed, including
the following processes: mplc, nginx, rtsp.

Once the runtime is installed, a shortcut of MasterSCADA Launcher will
appear on the desktop and in the Start panel. The launcher is required to start

MasterSCADA Monitor needed for the runtime control.

IVISSEErSGAD)
Ennchern

Figure 23

You can start the launcher from the hidden icons panel:

Figure 24 — You can start the launcher from the hidden icons panel

See also:\

MasterSCADA Monitor

Description of MasterSCADA 4D RT shortcuts

After completing installation, the wizard will create a program group at
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\MasterSCADA4D RT ,

containing the following files:
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» ThisPC » Windows 10(C:) » ProgramData » Microsoft » Windows » Start Menu » Programs » MasterSCADA4D _RT

o~

Mame Date modified Type Size

4/22/2026 10:50
%50 AM Shortcut 3KB

ﬂ MasterSCADA Launcher AM Shortcut 2KB

E MasterSCADA Tray

Figure 25

MasterSCADA Launcher starts the MasterSCADA Launcher
application designed to configure and start the HMI client and
Monitor;

MasterSCADA Tray adds the MasterSCADA Launcher shortcut to
the tray;

Project configuration, website, and server operation protocols are stored in the
working folder at %<rpogusib rone3oBaTtesns>(user
profile)%s\AppData\Roaming\MPSSoft\MasterSCADA4D_RT\rt\Server\

¢ See also: Using MasterSCADA 4D shortcuts

Runtime working folder

Updating the runtime version on Windows O0S

To update the MasterSCADA 4D RT runtime version, you must delete the

current version and reinstall it.

/ See also: Installing the runtime on Windows OS

Uninstalling MasterSCADA 4D RT

Uninstalling MasterSCADA 4D RT

To uninstall MasterSCADA 4D RT, go to the Windows control panel, open
Apps & features, select MasterSCADA Monitor, and click Uninstall:
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< Settings
@ Home Apps & features
- Microsoft Corporation 3/25/2026
Find a setting o |
Maps 16.0 KB
Apps Microsoft Corporation 3/25,2026
MasterDigital Twin-Server 133 MB
i Apps & features AMA2026
5 D E MasterSCADA 4D 13.RC 3.33 GB
4/21/2026
M Offline maps MasterSCADA Monitar 2.55 GB
4/15/2026
0] Apps for websites 1.3.10
N Video playback Modify
(Empe A e [ WU - 1€ N vo
Figure 26

Installing MasterSCADA 4D RT on Linux

The installation procedure depends on the device architecture - while in some
cases it may be enough to copy files to the working directory /opt/mplc4, in
others packages may need to be downloaded from the corresponding OS
repositories.

When installing on a remote device, you will need an ssh connection to run

Linux commands and an sftp connection to upload files.

The installation also differs between x86 and x64 devices with an individual
MasterSCADA 4D RT installer for each architecture. The installer for the latter

selected as the protection method, installers have no such suffix.

$ Important! Run-Time MasterSCADA 4D for Linux OS is included in
the basic functionality of the Standard, Professional, and Enterprise
licenses.

The installation of MasterSCADA 4D on Linux operating system is performed

in the same way:

Initial installation

Runtime update
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Runtime uninstallation

Installing Linux OS distributions

MasterSCADA 4D platform is compatible with Linux but the installation
procedure may differ between OS distributions.

The installation of Linux distributions can be divided into two steps: pre-

installation procedure and OS installation.

The OS installation procedure for some of the distributions is explained in the

following sections:

Installing Debian OS

When installing distributions, pay particular attention to selecting the
interface shell. If you are going to limit access to the OS in your project, MATE
graphical shell is the best choice for most Linux distributions (except for Astra

Linux). This setting will not work on other graphical shells.

Preparing for OS installation

For distribution kits the pre-installation procedure is the same. It includes the
steps below:

Downloading an installation image;
Creating aninstallation medium;
BIOS (UEFI) settings.

A distribution kit should be selected depending on your OS bit version and
availability of the software license.

Linux distribution installation scripts can be downloaded from the help desk
FTP server. To access the FTP server, you must register with the HelpDesk

technical support system.

You will also need to download an ISO installation image from the official
manufacturer websites. For more details on this step, see the installation section
for each individual distribution:

Downloading the Debian installation image

Creating an installation medium
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You can use any of the following as an installation medium:

CD-ROM/DVD-ROM/BD-ROM;

USB memory card;

Network;

Hard disk;

Un*x or GNU system (This installation method may be useful if you

have some unsupported equipment or if your machines' operation
must not be interrupted).

This manual will explain how to create an installation medium in a way that is
suitable for CDs, DVDs and USB cards.

Once the installation image is downloaded, you need to write it to the required
installation medium. There are many programs for that such as Rufus, etc. Visit
the product website to see how an ISO image is written to a medium.
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Figure 27

BIOS (UEFI) settings

After that, restart the destination system where the OS will be installed and
go to its BIOS or UEFI settings. Set the boot source priority in the Boot

section: as the 1st Boot Device select the medium with the image written on

it. Make sure to save all settings before exiting.
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Debian is a GNU/Linux distribution that is widely used on servers and is the

basis of many other Linux distributions.
This manual outlines the installation procedure for Debian 13 64-bit version.

The OS installation includes two steps: OS pre-installation procedure and OS

installation.
Downloading the Debian installationimage

First, visit the Debian official website and select the needed release and

architecture of the installation image to download. The last stable release is
available on the official website home page. You may download the distribution
image as follows: CD or DVD, ISO image, network downloading and Life
installation. The manual outlines installation of a 64-bit CD version.

E— T
(a Theblog Micro news items  Planet  Wiki
debian /

COMMUNITY OPERATING SYSTEM

Debian is a community of people! Debian is a full-fledged free operating system!

Group photo from the DC25 conference

5

iy !

‘ " 1] e 7, -

el L se bl | )‘ yois

s /
Download
Other downloads
:.% People ? Why Debian
[ ) Who we are and what we do What makes Debian o special
Our philosophy
m ﬂ User Support a
Figure 28

Click the CD/USB ISO images link to proceed to downloading the distribution

image.
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CDs, DVDs or USB sticks from a vendor of Debian installation medi

Use a Debian cloud image .

Many of the vendors sell the distribution for less than US$5 plus shipping (but not always internationally).

An official cloud image, built by the cloud team, can be used on:
Here are the basic advantages of CDs:

your OpenStack provider, in gcow? or raw formats.
« You can install on machines without an Intemet connection.

« You can install Debian without downloading all packages yourself. L)

, faw), @), PowerPC (qcou2, faw), (agon2, raw)

Buy a computer with Debian pre-installed « alocal QEMU virtual machine, in qcow2 or raw formats

There are a number of advantages to this:

(5 640t AMDIInte (acow2, raw), 64-bt ARM (acou, taw), 64-it it Encian PowerPC (4cou2 faw), 64-bit ite-endian RISC-V (4cou2, faw)

« You don't have to install Debian.
« The installation is pre-configured to match the hardware.
« The vendor may provide technical support

« Amazon EC2, either as a machine image o via the AWS Marketplace.

% Amazon Machine Images, AWS Marketolace

Microsoft Azure, on the Azure Marketplace.

% pebian 12 Boojowomr), Debian 11 CBulseve")

Back o the Debian Project homepage.

“This page is aiso available in the following languages:

How o sef the default document language
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About Getting Debian News Support Sitemap

Social Contract Network install Project News Internatonsl Search

Code of Conduct CDIUSE 150 mages Events ‘Seculy Information The Debian Biog
Eree Software Pure Blends Documentation Bug reports Debian Micronews
Leoal o Debian Packages Relsase Info Mailng Lists ‘Debian Planet
Help Debian Developers' Comer Debian Wiki

Seeour intouch tabl

Last Modified: Sat, Aug 16 16:28:41 UTC 2025 Last Built Sat, Mar 14 17.05:41 UTC 2026
‘Copyright © 197-2025 SP! and others; See
Debian i a registered trademark of Software in the Pubiic Ineres, Inc.

Figure 29

On the link menu, select Download CD/DVD images using BitTorrent.

@ Blog Micronews Planet Wiki
debian / debian instatation meda for usb, cd, dvd.

Debian installation media for USB, CD, DVD

Dabian on C
Q , wn o a FAQ
Network nstan
Live images
8uy COs o OVDs
@) onamds and amoa arcntec Use s 0o
Dovnioad via HTTPFTP
Dovnioad win Torret
\ Download USB/CD/DVD images using HTTP o ace
Download USB/CDIDVD images with BitTorrent. The Bittorrent peer to peer system lets many users cooperatively download images at the same time which may speed up your download Verly
« Download live images using HTTP, ETP or BitTorrent, Live images are for booting a live system without installing. You can use to try Debian first and then install the contents of the image.
+ Buy.finished Debian media
+ Download USB/CDIDVD images with jigdo. This is only for advanced users. The "jigdo" scheme allows you to pick the fastest out of 300 Debian mirrors worldwide for your download. I features easy mirror selection and

"upgrading” of older images to the latest release. Also, it is the only way to download all Debian DVD images.
« In case of problems, please check the FAQ about Debian CDs/DVDs.

Official USB/CD/DVD releases are signed so that you can verify they are authentic.
Debian is available for different computer architectures (Most people will need images for “amd64", i.e. 64-bit PC-compatible systems)

Latest official release of the "stable” USB/CD/DVD images: 13.4.0.
Information about known installation issues can be found on the installation information page.
debian on cd fan netinstall buy Jode it fip

“This page is also availabl in the ollowing languages:

Select your lang v

How to setthe default document language

Exgananguage ubic maing i o COROVOS:

eian COteam abiancopis atian o>
Home
About Getting Debian News support Siteman =

Figure 30

Select the CD image corresponding to ISO amdé4 version.
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Search | ~
@ Blog Micronews Planet Wiki
debian / debian installation media for usb, cd, dvd / downloading debian usblcd/dvd images with bittorrent
Downloading Debian USB/CD/DVD images with BitTorrent
Debian on C
BifTorrent is a peer to peer download system optimised for large numbers of downloaders. It puts minimal load on our servers because BitTorrent clients pload pieces of files to others while downloading, thus spreading the e
load across the network and making blazing fast downloads possible. Notwork nstall
Live noges
Buy CDs or VDS
Q Debian systam Downioad
Downloadvia HTTPIETP
Dowrload wih Torrent
Downioad vt
You will need a BitTorrent client to download Debian USB/CD/DVD images this way. The Debian distribution includes aria2, transmission, gBitiorrent or KTorrent tools. Other operating systems (like Windows and macOS) are P
Verty

supported by gBittorrent and BitTorrent

Official torrents for the “stable” release
co/use

= amd64 Jam64, armh, ppc6del, riscv64, s390x

DVD/USB

(%7 amd64, arm64, armhf, ppcbdel, riscv64, s390x, source

Be sure to have a look at the documentation before you install. If you read only one document before installing, read our Installation Howto, a quick walkthrough of the installation process. Other useful documentation

includes:

« Installation Guide, the detailed installation instructions
« Debian-Installer Documentation, including the FAQ with common questions and answers
« Debian-Installer Errata, the st of known problems in the installer

If you can, please leave your client running after your download is complete, to help others download images faster!

debian on cd faq netinstal buy jgdo hiip fip

“This page is aiso avalable in the following languages:

[Seloctyour fanguage v
How to set the default document language

o anguage sblc maling i o COROVOR:
aianCO team <gsbiancaats ebian o>

Figure 31

Select the desired image to download.

Last modified  Size

Name
e Parent Directory -
] sHA2s65UMS 2026-03-14 18:40 628
[E) sHA256sUMS sign 2026.03-14 18:41 833
(] sHAS1SUMS 2026-03-14 18:40 1.0K
[E) sHAS125UMS sign 2026-03-14 18:41 833
] debian-13.4.0-amd64-netinst.iso torrent 2026-03-14 14:54 59K
</ debian-edu-13.4.0-amd64-netinst.iso torrent 2026-03-14 14:54 60K
| debian-mag-13.4.0-amd64-netinst iso torrent 2026.03-14 14:54 60K

Ancchal? 4 63 (ini) Sarvar ot climasa dahiom ore Port 443

Figure 32

OS installation

Iinstalling the basic system

After booting BIOS from the CD-ROM, the Isolinux boot menu will appear. The
Linux core has not yet been loaded at this point. The menu allows you to select

the core to boot and enter parameters to pass to the process.

The first installation step is to select an interface for the OS installation
process. There are two options: console (Install) and graphical (Graphical Install)

installer. Select the one you need and press Enter.
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Debian GMU-/Linux installer menu (BIOS node)

Graphical install
Install
Advanced options

Accessible dark contrast installer menu
Help

Install with =peech synthezis

Press a key, otherwise speech sunthesis will be started in £4 secands. .

Figure 33
Selecting system installation language

Select the language you need. After selecting the preferred installation
language, click Continue.
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Select a language

Choose the language to be used for the installation process. The selected language will also be the default
language for the installed system.

Language:

Cninese (simplhined) FIFEE) [
Chinese (Traditional) R (%ERE) B
Croatian Hrvatski

Czech Cestina N
Danish Dansk =
Dutch Nederlands L4
Dzongkha Em

English - English
Esperanto Esperanto

Estonian Eesti

Finnish Suomi

French Francais

Galician Galego

Georgian Jatogemn

German Deutsch =
Screenshot | Go Back | [ Continue

Figure 34

Select the preferred location; it will determine the system time zone. After that,

click Continue.
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Select your location

The selected location will be used to set your time zone and also for example to help select the system locale.
Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other" if your location is not listed.
Country, territory or area:

India [A]
Ireland

Israel

New Zealand
Nigeria B
Philippines
Seychelles
Singapore
South Africa
United Kingdom

United States

Zambia

111

Zimbabwe
other

Screenshot ' Go Back | [ Continue

Figure 35

Configuring the keyboard

Select your preferred keyboard layout language.
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Configure the keyboard

Keymap to use:

Albanian
Arabic
Asturian
Bangladesh
Belarusian
Bengali
Belgian
Berber (Latin)
Bosnian
Brazilian
British English
Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese
Canadian French
| Canadian Multilinaual

American English

Screenshot

Figure 36

h

Go Back H Continue

Next, wait while the installation program attempts to automatically configure

the network.
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Configure the network

_ Detecting link on enp0s3; please wait...

Cancel Ik

Figure 37

Setting network parameters: host and domain
names

For your PC to be identified in the network, enter a one-word user name in Latin
letters.
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Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network, you

can make something up here.
Hostname:

[DlebianPC

Go Back |[ Continue

Screenshot
Figure 38

The next installation window will prompt you to enter the domain name. In

some cases, the installer can detect the domain name automatically.
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Configure the network

The domain name is the part of your Internet address to the right of your host name. It is often something
that ends in .com, .net, .edu, or .org. If you are setting up a home network, you can make something up, but
make sure you use the same domain name on all your computers.

Domain name:

[

Screenshot

Go Back |[ Continue

Figure 39

Setting a root superuser password in Debian

In the next window, enter a password for the root superuser.
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Set up users and passwords

Some account needs to be available with administrative super-user privileges. The password for that account
should be something that cannot be guessed.

To allow direct password-based access via the 'root' account, you can set the password for that account here.
Alternatively, you can lock the root account's password by leaving this setting empty, and instead use the
system's initial user account (which will be set up in the next step) to gain administrative privileges. This will
be enabled for you by adding that initial user to the ‘sudo’ group.

Note: what you type here will be hidden (unless you select to show it).
Root password:

|evessene
[] Show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

(esescees J
[] Show Password in Clear

———— [
Screenshot Go Back | [ Continue N

Figure 40

Setting a regular user account and passwonrd

Here you will create a limited user account. Enter user name and account name.
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Set up users and passwords

A user account will be created for you to use instead of the root account for non-administrative activities.

Please enter the real name of this user. This information will be used for instance as default origin for emails
sent by this user as well as any program which displays or uses the user's real name. Your full name is a
reasonable choice.

Full name for the new user:

[Ada m|

Screenshot

Go Back H Continue

Figure 41

Set up users and passwords

Select a username for the new account. Your first name is a reasonable choice. The username should start

with a lower-case letter, which can be followed by any combination of numbers and more lower-case letters.
Username for your account:

[adml

Screenshot

Go Back H Continue

Figure 42
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In the next window, enter a local user password.

Set up users and passwords

Make sure to select a strong password that cannot be guessed.
Choose a password for the new user:

(esescees

[] Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

(esesceee

] show Password in Clear

Screenshot

Go Back H Continue

Figure 43

Next, select a time zone.
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Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language" and select a country
that uses the desired time zone (the country where you live or are located).

Select your time zone:

Eastern
Mountain
Pacific
Alaska
Hawalii
Arizona

East Indiana
Samoa

Screenshot ' Go Back | [ Continue

Figure 44

Selecting the disk partitioning method

At this step, the installer will prompt you to select one of the following disk
partitioning methods:

use the entire disk (automatic partitioning of the entire disk);

use the entire disk and set up LVM (automatic LVM-based partitioning
of the entire disk);

use the entire disk and set up encrypted LVM (LVM-based partitioning
and disk encryption);

manual method (allows you to create custom partitions).

Select the method suitable for your setup
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Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you prefer,
you can do it manually. With guided partitioning you will still have a chance later to review and customise the
results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk
Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

Screenshot | | Help

Go Back |[ Continue %

Figure 45

Next, select the disk to partition.
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Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you really
want to make the changes.

Select disk to partition:

SCSI3 (0,0,0) (sda) - 184.7 GB ATA VBOX HARDDISK

Screenshot Go Back | [ Continuek ]

Figure 46

Select the disk partitioning scheme.

You may want to arrange the disk space for the OS in a certain way, e.g. allocate
separate disk partitions for the primary root partition /, directory /home. Such
partitioning helps isolate one partition from another, which can be useful in some
cases. If for example the home catalog (/home) placed in a separate partition
runs out of space, the system will still be able to function normally because the
root partition is not affected. A separate partition for home is also a matter of
convenience as you will be able to reinstall the operating system and at the same
time keep your user data.
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Partition disks

Selected for partitioning:
SCsI3 (0,0,0) (sda) - ATA VBOX HARDDISK: 184.7 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first one.
Partitioning scheme:

All files in one partition (recommended for new users)

Separate /home partition

Separate /home, fvar, and ftmp partitions
Separate jvar and /srv, swap < 1GB (for servers)
Small-disk (< 10GB) partitioning scheme

) Y
Screenshot | | Help Go Back | [ Continue

Figure 47

A window with the list of set partitions appears. You may change individual
settings for each partition. Review the settings, finish the partitioning process,
and proceed to save the changes to the disk.
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Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings (file
system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes

Configure iSCSI volumes
< SCSI3(0,0,0) (sda) - 184.7 GB ATA VBOX HARDDISK
> #1 primary 175.3 GB f extd !

> #5 logical 9.4 GB f swap swap

Undo changes to partitions

Finish partitioning and write changes to disk

Screenshot | | Help Go Back | [ Continue

Figure 48

The window below shows the partition table summary. Check it and select Yes

to write the changes to the disk.
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Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed:
Scsi3 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCS13 (0,0,0) (sda) as ext4
partition #5 of SCSI3 (0,0,0) (sda) as swap

Write the changes to disks?

Figure 49

Now that disk partitioning is finished, the installer will format the disk. Next, the
necessary components of the basis Debian system will be loaded. Wait some
time while the installation is in progress.
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Install the base system

Unpacking libtinfo6:amdé4...

Figure 50

Configuring the package manager

When configuring the package manager, you will be asked a few questions,
whether you would like to use other CDs or DVDs as application sources. If there
are no additional media, select No and click Continue.
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Configure the package manager

Scanning your installation media finds the label:
Debian GNU/Linux 13.4.0 _Trixie_- Official amd64 NETINST with firmware 20260314-11:53

You now have the option of scanning additional media for use by the package manager (apt). Normally these
should be from the same set as the one you booted from. If you do not have any additional media, this step

can just be skipped.

If you wish to scan more media, please insert another one now.
Scan extra installation media?

Screenshot ' Go Back | [ Continue

Figure 51

Next, select a region and a repository - the location from which system
components and updates will be downloaded. Select deb.debian.org if you are

unsure which mirror provides the best connection.
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Configure the package manager

The goal is to find a mirror of the Debian archive that is close to you on the network -- be aware that nearby
countries, or even your own, may not be the best choice.

Debian archive mirror country:

Slovakia

[>)

Slovenia
South Africa
South Korea
Spain
Sweden
Switzerland
Taiwan
Thailand
Turkiye
Ukraine
United Kingdom

T

Uruguay

Vietnam B

Screenshot ' Go Back | [ Continue*

Figure 52

Configure the package manager

Please select a Debian archive mirror. You should use a mirror in your country or region if you do not know
which mirrer has the best Internet connection to you.

Usually, deb.debian.org is a good choice.
Debian archive mirror:

deb.debian.org [

ftp.us.debian.org
debian.csail.mit.edu
mirrors.lug.mtu.edu
debian.cc.lehigh.edu
mirror.us.oneandone.net
mirrors.bloomu.edu
mirrors.ocf.berkeley.edu
debian.mirror.constant.com
mirror.cogentco.com
mirror.us.leaseweb.net
mirrors.accretive-networks. net
debian.cs.binghamton.edu
mirror.steadfast.net

Screenshot ' Go Back | [ Continue |

Figure 53
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In the next window, provide information on your HTTP proxy server if you are

going to use it. If your system does not use a proxy server, continue without filling

anythingin.

Configure the package manager

If you need to use a HTTP proxy to access the outside world, enter the proxy information here. Otherwise,
leave this blank.
The proxy information should be given in the standard form of "http://[[userl[:passl@lhostl:portl/”.

HTTP proxy information (blank for none):

[

k

Go Back H Continue l

Screenshot

Figure 54

Next, you will be prompted to participate in an anonymous package poll from

Debian distribution developers; select No and click Continue.
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Configuring popularity-contest

The system may anonymously supply the distribution developers with statistics about the most used
packages on this system. This information influences decisions such as which packages should go on the first
distribution CD.

If you choose to participate, the automatic submission script will run once every week, sending statistics to
the distribution developers. The collected statistics can be viewed on https://popcon.debian.org/.

This choice can be later modified by running "dpkg-reconfigure popularity-contest”.
Participate in the package usage survey?

) Yes A

Figure 55

Selecting additional software

Select software. You can leave the default software selection for the use of
MasterSCADA 4D runtime. If your device will be used as a web server, select the

corresponding check box.

$) Important! If you are going to limit access to the operating system
in your project, select the MATE graphical shell. This setting will not
work on other graphical shells.
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Software selection

At the moment, only the core of the system is installed. To tune the system to your needs, you can choose to
install one or more of the following predefined collections of software.

Choose software to install:

Debian desktop environment
.. GNOME

.. Xfce

.. GNOME Flashback

.. KDE Plasma

.. Cinnamon

.. MATE

.. LXDE

.. LXQt

web server

SSH server

standard system utilities

Oo0oooo® O

[[] Choose a Debian Blend for installation

'S

N

Figure 56

Installing the GRUB loader

In the window that opens next, select whether to install the GRUB loader or
not. If you only have this distribution package installed on the hard disk, the
installation is required. To do it, simply click Yes.
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Install the GRUB boot loader
It seems that this new installation is the only operating system on this computer. If so, it should be safe to
install the GRUB boot loader to your primary drive (UEFI partition/boot record).

Warning: If your computer has another operating system that the installer failed to detect, this will make that
operating system temporarily unbootable, though GRUB can be manually configured later to boot it.

Install the GRUB boot loader to your primary drive?

Go Back |[ Continuﬂ

Screenshot
Figure 57

The next stepis to select a hard disk on which to install the Grub loader.
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Install the GRUB boot loader

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable

device. The usual way to do this is to install GRUB to your primary drive (UEFI partition/boot record). You may
instead install GRUB to a different drive (or partition), or to removable media.

Device for boot loader installation:

Enter device manually

/dev/sda (ata-VBOX_HARDDISK VBd4699827-f9d6201f)

Screenshot

Go Back H Continue

Figure 58

The installation of Debian is now complete. Just click Continue; this will restart
the system.
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Finish the installation

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the
installation media, so that you boot into the new system rather than restarting the installation.

Please choose <Continue> to reboot.

Screenshot ' Go Back | [ Continue |

Figure 59

After the restart, the user login window will appear.

DebianPC R € Tue, 09:07 (

Figure 60
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Iinstalling on Linux OS

MasterSCADA 4D RT runtime for Linux OS is a set of files to be loaded on your
device with the necessary components to be included in autostart.
MasterSCADA 4D RT will then start automatically after you restart the operating
system.

Such OS are most commonly used in PLCs so this form factor is mentioned

herein, although this manual also applies to other devices with such OS.

Separate installation kits for the main supported PLCs, allowing for specific
features of such PLCs, are available on the help desk FTP server. To access the

FTP server, register with the HelpDesk technical support system.

Runtime installation files for various platforms can be found at:
/support/Updates/Installation/MasterSCADA_4D/RunTime/.

Iinstaller contents

Installers comprise the following files:

install.sh - runtime installer script;

mplc4.tar.gz - files necessary for the operation of runtime modules
(functional, archiving, protocol drivers and other components);
nginx.tar.gz - web server files;

netcore.tar.gaz - service files for building reports, supporting C#
program execution, and generating .Net reports;

rtsp.tar.gaz - files used to work with the Video stream visual
component via RTSP protocol;

dotnet-runtime.tar.gaz - NET runtime files required for the Product's
.NET components to function;

admin.tar.gz - files for operating the Master Security Unit role model
web interface.

Pre-installation steps

Place the installer files inthe /tmp folder.
Open the terminal

In the terminal, switch to the superuser mode by running the sudo su
command
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Figure 61

If your OS uses SElinux, a kernel-level system of mandatory access

control, it should be temporarily uninstalled by running the yum

remove selinux command.

Go to the directory where the installer files are located:

Figure 62 - 5. Go to the directory where the installer files are located

Grant execute permission to the installer script using the following

command chmod u+x./install.sh

Some OS require additional steps before installation: platform-specific

installation guidelines, specific guidelines for installation on Debian, and specific

guidelines for installation on ALT Linux.

Additional installation options

--i386-dep

Installs dependencies for the i386 architecture when
mplcis installed as an x86 app on x64 platforms. Linux
installer. Requires an internet connection.

—-prefix=<path>

Path to install RT (default: /opt/mplc4).

--platform= Specify platform type (available values: PLC110,
<NAME> REGUL).

--http-port= Changes the web server port (default: 80).
<port>
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--with-https

Enables HTTPS for Nginx configuration.

Important! When both HTTP and HTTPS protocols
are enabled simultaneously, the system automatically
redirects all requests from the HTTP port to the port
specified in the HttpsWebServerPort parameter of the
configuration file /opt/mplc4/monitor_config.json.

--with-hsts Enables HSTS in Nginx. If this option is used, the
browser remembers that HTTP is not allowed to be
used after accessing the web server with HSTS
enabled. Even if HTTPS is not configured on the
server, the browser will forcibly use HTTPS. To remove
this restriction, you will need to clear your browser
cache.

--without-nginx Disables Nginx installation.

--nowdt Enables the /nowdt RT start option.

--start-delay= MPLC autostart delay after reboot controller. (Default:
<seconds> 0).

--without- Disables the report building, C# program execution,
netcore and .Net report generating service.

--enable-log

Enables log entry to the default directory
/var/log/mplc4.

Important! When this option is applied, log entry is
automatically enabled.

--enable-log=

<path> Specifies the path to the directory for the log entry.

Used to change the default path.

Important! When this option is applied, log entry is
automatically enabled.
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--exemplars=N

Number of mplc instances in autostart. Instances are
numbered from O. For example, with N = 10, eleven
instances will be created.

--config-only Updates configurations only, without updating mplc
and nginx files. With this option, the installer can be
launched without mplc.tar.gz and nginx.tar.gz.

--kill-codesys Disables CodeSys for RT start.

--netkey Network key installation.

--disable-dump When applied, no dump will be generated in case of
an mplc crash.

--upload-files Option for the File load visual component. If the
option is not applied during installation, it will be
impossible to load files into the runtime. The default
file load directory is /tmp/mplc4/

--upload-files= You can specify the path to the directory where files

<path> will be saved when using the File load visual
component. If the option is not applied during
installation, it will be impossible to load files into the
runtime. Used to change the default path.

--nginx-user- Specifies the directory with nginx user configuration.

dir=<path>

--use-systemd

Disables init.d script generation and enables systemd
script generation. RT will not be started with the init.d
configuration file but will use systemd instead.

--without- Disables installation of MasterSCADA Monitor

monitor services (mplc_daemon and mplc_monitor). When
the runtime starts, the main process mplc (Main) is
launched directly through mplc_service. For
information about runtime processes, see the
following section.

--set- , .

password= Sets the password that will be used when loading the

<pass> project. If a password is set, the project can only be

loaded into it if the same password is set in the

development environment settings on the
Miscellaneous tab. As a rule, it is used to protect a public

server from users uploading configurations to it.
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If the passwords do not match, the project loading will

be aborted with an error: Invalid runtime environment
password.

The encrypted password is saved in the file:
/etc/mplc/private_key/secret.txt.

If the runtime is managed via MasterSCADA Monitor,
this password must be specified when connecting to
the host. The password can be changed by:

. completely reinstalling the RT;

. reinstalling the RT with the --config-only
option;

. using MasterSCADA Monitor

Apart from extra options, you may need to specify the required installation

options depending on the platform you use.

In general, for runtime installation, you need to run the ./install.sh commmand
which will install necessary packages into the system - copy the runtime to the
/opt/mplc4/ folder, update the nginx web server configuration, and add
MasterSCADA 4D RT to autostart.

By running the cd/opt/mplc4/server command you will go to the runtime
folder;
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® Important! The path to the installed runtime can be different for
some platforms. Wago750 PLC, for example, has the path

/home/mplc4.

Below are some examples of installation with options:

Install the runtime on
Wirenboard 7 PLC.

cd /tmp

sudo su

chmod u+x

Jinstall.sh
Jinstall.sh --
http-
port=8043
Problems occur during d/
runtime so the helpdesk <l fnf3
has requested a runtime
log and dump.
sudo su

chmod u+x

J/install.sh
Jinstall.sh --
enable-log
Ten projects are It means that more than
cd /tmp . .
expected to one mplc instance will have
simultaneously run on to be launched.
an x64 device.
sudo su
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chmod u+x

./install.sh

Jinstall.sh --
exemplars=10

A PLC is supposed to be

used without HMI so as cd /tmp
not to overload it (PLC

lacks power, is used as a

gate only, etc.) sudosu

chmod u+x
.Jinstall.sh

Jinstall.sh --

without-nginx

You can check the correctness of the runtime installation by reviewing data in

the log file: /var/log/mplc4/mplc_YYYY_MM_DD.txt, where YYYY_MM_DD is the
installation date in the appropriate format.

Runtime launch parameters

The following parameters can be used for operations with mplc process on
Linux OS:

sudo Full startup of the Runtime. If the process is running, a
systemctl start warning will be displayed (no restart occurs)
mplc4.service

or sudo
systemctl start
mplc4
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/start_mplc.sh Full startup of the Runtime on the Owen PLC 110

sudo Full shutdown of the Runtime
systemctl stop
mplc4.service

mnorm sudo
systemctl stop
mplc4

sudo Full restart of the Runtime. Always use this if the
systemctl Runtime is already running and needs to be restarted
restart
mplc4.service

or sudo
systemctl
restart mplc4

sudo Startup of the Runtime in debug mode with diagnostic
systemct! start information output to the terminal. If mplc is already
mplc4.service running, no restart will occur

local

or sudo
systemct! start
mplc4 local

Process architecture

The runtime supports two operating modes that determine the composition
and hierarchy of launched processes, depending on whether the --without-
monitor option is used during its installation.

If the runtime is installed without using the --without-monitor option, when
executing the command sudo systemct!/ start mplc4, processes are launched in

the following order:

mplc_daemon - the main system daemon that manages the
environment initialization;

mplc_monitor - a child process launched by mplc_daemon, the server
part of MasterSCADA Monitor;

mplc (from version 1.3.6, displayed as Main in the process list) - the
main executable process that implements the project logic, launched
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by mplc_monitor;
nginx - wev server, launched by mplc_monitor.

If the runtime is installed using the --without-monitor option, when executing
the command sudo systemct! start mplc4, processes are launched in the
following order:

mplc_service - a daemon that manages initialization in a simplified
mode;

mplc (from version 1.3.6, displayed as Main in the process list) - the
main executable process, launched by mplc_service.

For more information about logs and process dumps, see the corresponding

section.

You can check for the presence of runtime processes by executing the
commands: ps -aux [ grep mplc and ps -aux | grep Main. The execution results

should contain information about the launch of processes related to the runtime.
The above-listed steps will be enough to work with the runtime demo.

The commercial version of MasterSCADA 4D RT will require additional steps.

You can additionally download MasterSCADA Monitor for centralized runtime
control.

Z See also: mplc launch parameters in Linux

Programs for running on Linux OS

Updating the runtime on Linux OS

Uninstalling runtime on Linux OS
MasterSCADA Monitor

Installing Monitor for Linux

Programs for running on Linux OS

You may use the following applications:

PuTTY -use as a terminal if your OS has no graphical shell

To load MasterSCADA 4D RT runtime, use the WinSCP app.

1. Create a new connection.
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WiInSCP settings depend on the OS settings but the values below can apply

for many PLCs:
File protocol SCP
Host name PLC IP address (PC and PLC must
be in the same subnet)
Port number 22
User name root (the value can be different
depending on OS settings)
Password none
"B Login — et
m' Mew Site Session
- Astra_eng File protocol:
|scp
Host name: Port number:
|192.153.55.1m | | zz‘
User name: Password:
|administrator | | ‘
‘ Tools "" | Manage - | @ Login I"l ‘ Close | | Help
Show Login dialog on startup and when the last session is closed

Figure 63

2. Connect a patch cord to the PLC and switch/PC.
3. Power on the device and click Login.

4. Enter the password to log in. If the PLC is connected for the first time, click
Yes in the pop-up window. If an error window appears, click OK.

5. Load all files from the installation folder to the /tmp folder onthe PLC.
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B, linux-x64 - Astra_eng - WinSCP - O X
“ Local Mark Files Commands Tabs Options Remote Help
L{_’ | & Synchronize g E| @ Queue ~ - Transfer Settings Default M
! Astra_eng X g New Tab +
(MDeskiop - [T~ - -t @M tmp i -l b S | FindFiles | T -
i ‘i Upload - DI‘ Edit ~ 2 Dj. EI Properties ~ L\_L New = Download + Edit + X Properties ~ |_\z New -
C ftmp/
Size Type Changed Name . Size  Changed Owner
Parent directory 47222026 8:42:52 PM L . 4/22/2026 7:23:06 PM root
3,385KB  GZ File 4/13/2026 9:48:53 PM runtime-fly-dm 4/22/2026 8:3401 PM fly-dm
0 dotnet-runtime.tar.gz 40,992 KB GZ File 4/13/2026 9:45:42 PM ssh-WuSts9kw1 eCx 4/22/2026 8:34:11 PM admini...
B install.sh 45KB  Wexoanwiii daiin .. 4/13/2026 9:45:42 PM systemd-private-4d62... 4/22/2026 8:33:59 PM root
[ mplc4.tar.gz 23,633KB  GZ File 4/13/2026 9:45:42 PM systemd-private-4d62... 4/22/2026 8:33:59 PM root
[ netcore.tar.gz 2467TKB  GZ File 4/13/2026 9:45:43 PM systemd-private-4d62... 4/22/2026 8:34:01 PM root
] nginx.tar.gz 2,616 KB GZFile 4/13/2026 9:45:43 PM 0O admin tar.gz 3,385KB  4/13/2026 9:48:53 PM admini...
[ ntsp.targz 5955KB  GZ File 4/13/2026 9:48:52 PM [ dbus-9KGagDDysP OKB  4/22/2026 8:34:01 PM
=] version.txt 1KB  Text Document 4/13/2026 9:45:43 PM 0 dotnet-runtime.tar.gz 40,992 KB 4/13/2026 9:45:42 PM
8 install.sh 45KB  4/13/2026 9:45:42 PM
[ mplcd.tar.gz 23,633 KB 4/13/2026 9:45:42 PM
D netcore.tar.gz 2467TKB  4/13/2026 9:45:43 PM
[ nginx.tar.gz 2616 KB 4/13/2026 9:45:43 PM
[ tsptargz 5955 KB 4/13/2026 9:48:52 PM
version.txt TKB  4/13/2026 9:45:43 PM TW-f==f-= admini..
0B of989MBin0of 8 0B of 98.9 MB in 0 of 14 5 hidden
scp 8] 0:01:53
Figure 64

6. Make the following settings in the PuTTY app:

Connection type SSH

Host Name (or IP address) Specify PLC IP address

Port 22
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ﬁ PuTTY Cenfiguration ?

Category:

| Basic options for your PuTTY session |

Specify the destination you want to connect to

Host Name (or IP address) Port
|192.168.56.101 | |22 |
: Connection type:
=1 Window : ,
i (®55H () Seral () Other: | Telnet ~

Appearance

Load, save or delete a stored session
Saved Sessions

Default Settings Load {

Save

Delete

Close window on exit:
() Aways () Never (@ Only on clean exit

About Help Open Cancel

Figure 65

Clicking Open will open the terminal window. Enter root as the login and the
password which has been set earlier in WinSCP.

7. Execute the following installation commands in PUTTY terminal:

chmod 755 ./install.sh
./install.sh

You can start the installation with additional options as appropriate.

The runtime will be launched automatically.

You can connect using PUTTY to run diagnostics app and ensure that the
installation is correct. Debug events displayed in the terminal mean that the
system has been installed correctly.

Platform-specific installation guidelines

Required installation options for various PLCs
and operating systems
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PLC210 Jinstall.sh ---http- Port 80 is occupied
port=8043 by another process
WirenBoard7 Jinstall.sh ---http- Port 80 is occupied
port=8043 by another process
ONI-PLC-W Jinstall.sh ---http- Port 80 is occupied
port=8043 by another process
Bolid .Jinstall.sh ---http- Port 80 is occupied
port=8043 by another process
OptiLogic .Jinstall.sh ---http- Port 80 is occupied
port=8043 by another process

Guidelines for installation on ALT Linux

For ALT Linux 8.1 and later versions, additional steps may be required before
installation. For ALT Linux 8.2, standard installation applies. No information is
available for installation on earlier OS versions.

Additional steps before installation

With the installer files located in the /tmp directory, if you run this command:
./install.sh --i386-dep, an Access denied error may still occur.

To avoid this, the following steps are recommended in addition to the standard

procedure prior to runtime installation:

Modify user permissions or place the installer files inthe /opt
directory, which usually has extended write permissions.

Open /etc/apt/sources.list.d/alt.listand uncomment the first two lines
to provide access to the required repositories:
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| altlist X

# ftp.altlinux.org (ALT Linux, Moscow)

& ALT Platform 10 .
pm [p107 Fep:rretp.altlinux. orgfpubfdistributions FALTLInux p10/branch/«B6_64
lassic
pm [p10] fep:s/ftp.altlinux.org/pub/distributions/ALTLinux p10/branch/x86_64-
1586 classic
Wrpm [p10] Tep:/rritp.altlinux.orgrpubfdistributionsALTCInux p10/branchfnoarch
classic

rpm [p10] http://ftp.altlinux.org/pub/sdistributions/ALTLinux p10/branchs x86_64
classic

rpm [pi10] http:s/ftp.altlinux.org/pubsdistributions/ALTLInux pl0/branchs x86_64-
1586 classic

rpm [p10] http://ftp.altlinux.org/pubsdistributions/ALTLinux p10/branch/nearch
classic

Wrpm [p10] rsync://ftp.altlinux.org/ALTLinux plOsbranchs/x86_64 classic
#rpm [p10] rsync://ftp.altlinux.org/ALTLinux p10/branchs/x86_64-i586 classic
#rpm [p10] rsync://ftp.altlinux.org/ALTLinux p10/branch/noarch classic

Figure 66

3. If you are not allowed to edit the file, run the command: sudo chmod -
R 755 /etc/apt/sources.list.d/alt.list.

Additional installation options

For runtime installation on ALT Linux, you can additionally use the following
option: --disable-dump. This option disables the memory dump if the mplc
process crashes.

After installation is completed, enable autostart of the mplc4 service by
executing the systemctl enable mplc4 command to ensure that the system
automatically starts at OS boot.

Guidelines for installation on Debian

If Debian has its own web server installed, use port 8043 instead of the default

port 80 for installation.

The installation command will then contain the required option:

./install.sh --http-port=8043

User guidelines for commercial version

Activating your runtime
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Use Activation for PLCs as a software protection option. Until activated, the

runtime will operate in demo mode.

Therefore, after installing the runtime, go to IDE and follow the procedure

below:
1. Open mplc IDE
2.Add anode (PLC, etc.) to the system tree
3. Specify the IP address
4. Connect with configuration loading

5. Next, run the commands from the dialog box.

USB protection key

The commercial version of MasterSCADA 4D RT comes with a USB key as a
protection option. For details on how to use the key, go to USB Protection Key.

Replacing the key

To replace your key, follow the procedure below:

1. Stop mplc4: systemctl stop mplc4

2. Go to the mplc4 directory and delete mplc.key

3. Start mplc: systemctl start mplc4.

4. Connect using the IDE and re-activate your device

For more information on protection options available in the commercial version
of MasterSCADA 4D, see License Protection.

/ See also: Protection key errors

Keys problem checklist
Fixing the protection key operation
Specifics of fixing the network key

Specifics of fixing the key on Linux

Updating the runtime on Linux OS

Automatic update
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Runtime update is required if the editor (IDE) version is different from that of
the runtime. The system will display the following event: Your runtime is out of
date / has a newer version. You need to either run an automatic update by

clicking Update runtime system or reinstall the runtime.

System messages

: The runtime system is outdated (1.3.10.31933) Update runtime system

Copy Close

Figure 67

¢) Important! Automatic updating is only possible if the runtime has
the services required for the monitor to operate. These services are
available in 1.3.8 and later runtime versions. If an earlier runtime
version has been installed or the** **--without-monitor option has
been selected for the installation, the automatic update from the
IDE will be inaccessible and the Update Runtime button will not be
shown.

Manual update

To reinstall with the old key, save the key.ini file from /opt/mplc4, remove the

runtime, and then reinstall.

Uninstalling runtime on Linux OS

To uninstall the runtime, run the script which is supplied with it and copied to a
folder on your device upon initial installation: /opt/mplc4/uninstall.sh.

® Important! The path to the installed runtime can be different for
some platforms. For Wago/750PLC, for example, it can be found at
/home/mplc4.

You can use PuTTY to run it; for connection parameters, see Initial installation

on Linux OS.
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Installing on Windows Embedded OS

The runtime will be installed on this OS using a dedicated installer. Its interface

is currently under development.

For any installation questions, please contact our HelpDesk technical support

system.

Installing the HMI client

MasterSCADA 4D Client runs on Windows and Linux OS and is installed when

you need to connect to the runtime on another PC.

The installation procedures for various operating systems are explained in the
respective sections:

Installing and uninstalling the client on Windows OS

Installing the HMlI client on Linux OS

Installing and uninstalling the client on Windows
oS

MasterSCADA 4D Client runs on Windows 10 and later versions and is

installed when you need to connect to a runtime on another PC.

MasterSCADA 4D Client app for Windows is suitable for 64-bit OS versions.

To begin installation, run the installation file:
MasterSCADA4DRTClient_x64.exe. The initial dialog of the installation wizard
opens. Select a client language (the default is Russian) in the dialog box that
appears and click Next:
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Install MasterSCADA Client (HMI)

Type: Visualization client
Developer: MPS Soft
Version: 1.3.9

Select the setup language:
English (United States) -~

Figure 68

Then, opens a license agreement dialog:

License Agreement

Please carefully read the license agreement

End-User License Agreement for
MasterSCADA RT™, 5 runtime system of
MasterSCADA™, 3 software suite

IMPORTANT - READ CAREFULLY

Thie End-User License Agreement ('EULA') is a legal agreement between you (either a legal or a natural
person that justly purchased a license for using MasterSCADA RT™, a runtime system of MasterSCADA™, a
software suite ('MasterSCADA RT™")) and the MasterSCADA RT™ exclusive right holder
(registration number 2010617624, 'RIGHT HOLDER').

MasterSCADA RT™ includes a set of programs of various functional compositions, written to the respective w

Figure 69 — Then, opens a license agreement dialog

+ | accept the terms of the license agreement
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Then, after reading the license agreement, check the acceptance box and click

Next - the next dialogue window will open:

Folder for program installation

Select a folder to install the program.

Install folder

C:\ProgramData\MPSSoft\MasterSCADA4D_RT\ |

Figure 70

Here, using the Overview button, you can change the product destination
folder. The default folderis- C:\ProgramData\MPSSoft\MasterSCADA4D RT\\ .

® Important! When selecting the installation path, avoid folders with
Cyrillic characters in their names.

Press the Install button, and the dialogue window with installation process will
open:
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Installing MasterSCADA Client (HMI)

Please wait until MasterSCADA Client (HMI) is installed on your computer

Status:

Extracting files from archive

Cancel

Figure 71— Press the Install button, and the dialogue window with installation process will open

You may need to allow the program to make changes to your device:

MasterSCADA Client (HMI)

Verified publisher: OO0 MACTEP NPOJAKLIH CO®T 3HA
CHCTEMS
File origin: Hard drive on this computer

Show more details

Figure 72 — You may need to allow the program to make changes to your device

Click Yes to continue the installation process.

Wait for the installation to complete and the final wizard dialog to appear:
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Install complete

Program MasterSCADA Client (HMI) is installed on your computer.
Click "Finish" to exit the installation program

Figure 73 — Wait for the installation to complete and the final wizard dialog to appear

Click Finish to complete the wizard.

To work with the client, you must use a special service - MasterSCADA

Launcher, which is installed along the client.

The client can also be launched directly, without using the launcher. The
executable file is located at the following path:

C:\ProgramData\MPSSoft\MasterSCADA4D RT\monitor\bin\client\MS4DRTMoni

tor.Client.exe

Uninstalling the client

Use a special service to work with the client.

To uninstall MasterSCADA 4D Client, go to the Windows control panel, open
Apps, select MasterSCADA 4D Client, and click Uninstall:
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<« Settings
@ Home Apps & features
Find a setting o | E MasterDigital Twin-Server .13% I\{lB

4/14/2026

Apps MasterSCADA 4D 13.RC 3.33 GB
4/22/2026

e MasterSCADA Client (HMI) 334 MB
4/22/2026

=t Default apps 1.3.9

ml 1 . MOdlf}(

Figure 74

Installing and uninstalling the HMI client on Linux
oS

MasterSCADA 4D Client runs on Linux OS and should be installed when you
need to connect to the runtime on another PC. The device where the client is

located has Linux OS installed.

There are three installation files for MasterSCADA 4D Client Linux:

MasterSCADA4DClient-linux-x64.tar.gz - for 64-bit OS versions;
MasterSCADA4DClient-linux-armv/l.tar.gz - for 32-bit OS versions,
local HMI panel build;

MasterSCADA4DClient-linux-armé4.tar.gz - for 64-bit OS versions,
local HMI panel build;

Make sure you use a suitable file for your OS.

HMI client files can be downloaded from the technical support FTP server. To

have access to the FTP server, register with the HelpDesk technical support

system.

The HMI client file can be found at:
/support/Updates/Installation/MasterSCADA_4D/RunTime/linux_x64_client/.

General installation procedure

Place the folder from the archive inthe /tmp directory.

Run the commands below:

su (or sudo su, depending on your OS, to enter the root user mode)
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cp -rp /tmp/MasterSCADA4DClient-linux-x64/ /opt

Go to the directory /opt/MasterSCADA4DClient-linux-x64. Then run
the following commands:

chown root:root chrome-sandbox
chmod 4755 chrome-sandbox
chmod 755 ./MasterSCADA4DClient

4. Close the root user mode by executing the exit command.

Starting the HMI client

To start the HMI client, go to the directory /opt/MasterSCADA4DClient-linux-
x64 and execute the command ./MasterSCADA4DClient -u http://127.0.0.1.

Specify the IP address of the device where the runtime has been installed
instead of 127.0.0.1. If an empty window appears, you will have to additionally type
in the port number, e.g../MasterSCADA4DClient -u http://10.0.0.32:8043.

In case of node redundancy, add several IP addresses in single quotes (") to
the command. For example, ./MasterSCADA4DClient -u
'http://10.0.0.32,http://10.0.0.33".

Example of installation on AstraLinux OS

You can use WIinSCP to connect to your device for file transfer
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E Legin —
g Mew Site Session
! Astra_eng File protocok
|scp
Host name: Port number:
[192.168.56.101 || 2|
User name: Password:
|administraior | | ‘
‘ Tools - ‘ | Manage - | Login |"'| ‘ Close | | Help
[] Show Login dialog on startup and when the last session is closed

Figure 75

Connection parameters depend on OS settings.

Once connected, selectthe /tmp folder and copy the archive contents to it:\

E, tmp - Astra_eng - WinSCP

“ Local Mark Files Commands Tabs Options Remote Help

E-:l %’: | & Synchronize # @ |§_ﬂ Queue %TransferSeﬁings Default v & -
! Astra_eng X g New Tab ~
[ Desktop " EF-F-ie - - EEAS RE On-F-F-ie-= -3 00D | D0 Fndfs |
{15 Upload ~ Edit + 1 Properties + | B New » & [+] [¥] ¢ Download ~ Fdit - X A [ Properties v | [ New + - [+] [=] [W]
T S ) R —
Narme Size Type Changed Name . Size Changed Rights Owner
4. Parent directory 4/22/2026 9:31:32 PM Y 4/22/2026 7:23:06 PM WX T-XT-X root
linux-x64 File folder 4/22/2026 8:40:28 PM 4/22/2026 9:43:41 PM PWXF=XT-X admini...
linux-x64_key File fold runtime-fly-dm 4/22/2026 8:34:01 PM WX -===== fly-dm
MasterSCADA4DClien... 4/22/2026 %:43:28 PM ssh-WuSts9kwcQx 4/22/2026 8:34:11 PM w--==== admini..
E MasterSCADA4D_RT_...  2,22449.. Application 472172026 8:15:16 AM systemd-private-4d62... 4/22/2026 8:33:39 PM TWK====- root
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1]

Figure 76
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Then open Terminal in Linux OS. Execute the following commands one after

another:

sudo su
cp -rp /tmp/MasterSCADA4DClient-linux-x64/ /opt

As a result of these commands, the folder will be copied from the temporary
folder to /opt/MasterSCADA4DClient-linux-x64.

To move  to /opt , you can use the command: cd
/opt/MasterSCADA4DClient-linux-x64

If the commands are successful, the Terminal appears as follows:

™ 1 — Terminal _ Db x

File Edit View Bookmarks Plugins Settings Help

0 Q

Figure 77 —If the commands are successful, the Terminal appears as follows

Now execute the following commands one by one:

chown root:root chrome-sandbox
chmod 4755 chrome-sandbox
chmod 755 ./MasterSCADA4DClient
exit
Now open the HMI client by running the command ./MasterSCADA4DClient -u
http://127.0.0.1

Use this command if the HMI client is installed on the same PC as the runtime.
Specify the IP address of the device where the runtime is installed instead of
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127.0.0.1. If an empty window appears, you will also need to specify the port
number, e.g../MasterSCADA4DClient -u http://10.0.0.32:8043.

View:

& MasterSCADA 4D Client

PlEES « <> » FIE*E=HE =eme

100 100 _ —

20dom8 2208208 22042008 20d2008 z20domes Z2odaws 20dx|
e 2l ol 2 e T Sl i
s >»

Pen - Name - Source - | Group -  Units - Value - Averagevalue - Comment - Lastmedifiedtime - Quslity - Scalemin - Scalemax - Lolo - Lo - Hi - HiHi
@ |7 > Pammet Obpetsd. 27000 22042026221728 0 | [} 100 | | |
> Pammet. Objctad 13000 22042026,221729 0 [} 100

ﬁ % B iupt—F\leManager I—Term\na\ Emmrscmnm ﬂD G:) T; @ Q en W?Iig‘z’APR

Figure 78

Specific usage guidelines for the HMI client are described in Working with the
HMIl client

Launch parameters of the client

MasterSCADA 4D allows you to change HMI client launch parameters.

Examples of options and their descriptions:

-d If the optionis applied, pressing the F12 key during runtime will
open developer tools.

-t Sets awindow title. The window title will be the text specified in

"tex quotation marks. If the text does not contain any spaces,

t" guotation marks may be omitted.

-- Enables output of some errors to the console.

ena
ble-
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log

gin

9

-X Sets an X-coordinate (in pixels) from O (the coordinate of the left

[nu edge of the monitor) to Xmax (the coordinate of the right edge of

mb the monitor, as determined by the screen resolution). For

er] example, -x 100 will result in an offset from the left edge of the
monitor to the right by 100 pixels.

-y Sets a Y-coordinate (in pixels) from O (the coordinate of the top

[nu edge of the monitor) to Ymax (the coordinate of the bottom edge

mb of the monitor, as determined by the screen resolution). For

er] example, -y 50 will result in an offset from the top edge of the
monitor down by 50 pixels.

-W Sets a window width (in pixels).

[nu

mb

er]

-h Sets a window height (in pixels).

[nu

mb

er]

If the last four options above are not specified, the window will open in the
top left corner with the largest width and height. To switch to fullscreen
mode, use the F11 key.

-f Enables fullscreen mode. The F11 key does not work in fullscreen
mode.

-cp System printer name - sets the default printer.

P

-s Storage path - sets a default folder for saving files, e.g. when

working with the event log. If the path to the file does not contain
spaces, then you may omit quotation marks.

-C Opens a configuration window allowing you to set a default folder
for saving files, and a default printer.

-m Specifies the number of monitors on which to open HMI client

[nu windows. If fewer monitors are connected to the computer than
mb specified in the settings, then additional HMI client windows will
er] not open. The user authorization window will appear on only one

monitor - the one specified first in the operating system. During
work, the operator can perform independent actions on each
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monitor (open windows, work with graphs, journals, etc.). For
example, -m 2 will launch windows on two monitors.
I_’I-Ofr Creates a window without a frame and title. It can be used to
am create a fullscreen window stretched across several monitors. In this
e case, you need to specify the following options (example for 2 FullHD
monitors):
-x0-y0-w 3840-h1080 --noframe
-- Defines the maximum memory size (in MB) that the program can
max | use.Usage example: --max-old-space-size=4096.
old-
spa
ce-
size
[nu
mb
er]
-- Defines a total memory limit (in MB) for all program data. Usage
max | example: --max-heap-size=2048.
hea
p_
size
[nu
mb
er]
-- Disables hardware acceleration. When activated, rendering is
dha performed exclusively by the central processor.

Launching the HMI client at OS start

To ensure that the HMI client is launched during OS start, set up the OS itself.

The setting procedure will depend on OS features.

Consider the example for AstraLinux.
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Select Parameters from the control panel:

administrator
Q. Enter text to search
oo @ Office
(] ]
Applications @ e
+¢ .
m h Graphics

Favarites

74

@ Midnight Commander

B File Manager fly-fm

Terminal

1

@ Audio and Video :-ll Fly Run

Q 9 Science

—
------

AV AR VARV VIRV

=== Virtual Keyboard
Computer
Utility
&l‘\ K3b
%
ot Fly admin ISO

{%} Fly admin format

Parameters ﬁ Recoll
(') (L) Findfiles
Leave . .
n Fly admin multiseat
* % g a opt - File Manager 1 — Terminal E MasterSCADA 4D .., 1 — Terminal

Figure 79 — Select Parameters from the control panef

Select Fly Run.

Enter the launch command there. The launch command must include the file

path:

& Run Command

3 Enter the name of the application you want to run or the URL you want to view

Command: | fopt/MasterSCADAADClient-linux-x64/MasterSCADAADClient -u http//127.0.0.1:80 ‘ H F‘

Run in terminal window

Advanced == l Run ” Cancel ‘

Figure 80 — Enter the launch command there. The launch command must include the file path

Uninstalling the HMI client

To uninstall the client, remove it manually from the /opt folder and remove

the mention of it in the autostart.

Page 89 of 99


af://h4-83

MASTERSCADA

Upgrade procedure

To upgrade to a newer MasterSCADA 4D version, you will generally need to
perform the following steps:

1) Reinstall the IDE.

2) Update the runtime.

If the runtime has been installed on Windows, you will simply need to
download and reinstall the distribution package as shown in Updating on
Windows OS.

If the runtime is installed on Linux OS, both manual and automatic update
can be used. For automatic update guidelines, see Updating runtime on Linux

OS. For manual update, you will need to uninstall and reinstall the runtime.

3) Update the running project in the runtime. After updating the runtime and
IDE, open the source project in the editor. When you open the project, the

following window will appear:

&  Convert project? — [

'Project 1' project was saved in earlier environment version - '1.3.10.31933", Current environment version
- '1.3.10.32100.

Convert project to current version?

Create backup copy
I:' Clear actions history

Do not convert

Figure 81
Click the convert button and wait until the conversion process is complete.

We recommend that you back up your project and keep previous IDE and
runtime distribution packages in order to be able to revert to a previous

project version.

4) Recompile the project in the updated editor. Check locally for correct
operation without loading the project to the runtime to verify that all system

components work properly.

5) Load the project to the updated runtime manually or automatically.
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License protection

The IDE and runtime demo with a 1-hour time limit for peripheral equipment

scanning and internodal communication are provided free of charge.

The free package also includes MSRT4D32 Local W - a runtime intended for 32
external 1/0O points to be used on a local PC running Windows OS. Any of the
compatible protocols capable of working in Master mode, even though
commercially distributed, can be connected to the system but note that you can
either add no more than one device to the protocol or no more than 32 1/0 points
depending on the protocol licensing type. The total number of I/O points
(channels) will not be greater than 32.

The protection options in the commercial version of MasterSCADA 4D RT
include activation, software protection key, and USB protection key.

USB protection key is used on servers with Windows or Linux operating
system. It will run whether or not internet is available on your PC. Both locally
installed and network USB keys can be used. For details, see Working with USB

Keys.

Software protection key is used on servers with Windows or Linux operating
system. For the key to work, you will need to activate it, which can be done if your
PC with the commercial version installed has direct internet access. If the
protected PC cannot be connected to the internet, you can use any other PC that
is internet-enabled.

In other cases (for some PLCs), you may use Activation to protect your
software. Until activated, the runtime stays in demo mode. When connecting to
the runtime, the editor (IDE) will display a message with an activation code, which
activation file. Some PLCs are supplied pre-activated and can get started

immediately.

To help you choose a proper runtime version, please feel free to contact us at
HelpDesk technical support.

For details on download, installation, activation, and update procedures, refer
to the User Manual.

These sections may also be useful:
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Licensing policy

Selecting runtime options

Protection key errors

Prioritizing events

USB protection key

Working with keys

MasterSCADA 4D RT requires using a USB key. We currently use two USB key
types that are made by Guardant:

local (without NET marking)

Figure 82

network (with NET marking)

Figure 83

The key type defines the license verification principle and key settings.

Local key

If you have inserted the USB key but it cannot be detected either in the OS
Device Manager or at runtime startup,MasterSCADA 4D first check the indicator
light on the key itself. The light will always be steady green when key operation is
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fully correct. In case of incorrect installation, the light will be blinking indicating a
fault. No light indication at all (the key light is off and is not blinking) means that
the key has been damaged and needs to be replaced.

Network key

If you use network keys (with NET marking), you will have to install Guardant
License Server. This application is designed to run on a machine with Windows
OS. There is also a server version for Linux OS, and you can also download a
server for another OS from this link.

After installing Guardant License Server on your server, open the browser and
go to the control panel of the network key server by entering the server address
in the address bar (the default address is http://localhost:3185, or enter IP
address of the remote computer if the network key server is located there).

Next, select Client's setting and click Client's ini-file settings gnclient.ini.

Server Guardant Net on LT0078.masterscada.ru

GLDS 7.0.998.0 © Aktiv Co. 2021

Figure 84

Copy the generated file to C:\ProgramData\MPSSoft\MasterSCADA4D_RT\rt . If
there is already a gnclient.ini file in the folder, replace it with the new one. If you
have generated the gnclient.ini file and relocated it to the required directory but
there is still no connection, open the file in a text editor and find the line as in the

screenshot below:
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# ~
% # Guardant client ini file
#

[ [cLIENT)]
6 vUID={00000000000000000000000000000000}
7 HOST ID = 0

RECONNECT TRY NUMBER = 2
BC RE-SEARCH SERVER = NO

11 [}/ [SERVER]

12 ﬁ IP_NAME = DESKTOP-EN30D22
13 TP NAME PECONDARY =
14 PORT = 3186

15 MESSAGE_PORT = 3187

16 BC_ADDR = 255.255.255.255
17 SEARCH_REQUESTS NUMBER = 1

19 [TIMECUT]
20 TO SEARCH = 5

TO RECEIVE = 30

Figure 85

Replace the value in the IP_NAME line with the direct IP address of the machine
with the network key server. Other parameter settings of the file can be found in

the instruction stored on the FTP server, in the same partition as drivers.

Manual key search

If the automatic key search has not worked and MasterSCADA 4D has not
detected the key, you will have to set it manually. Go to the FTP server and
download FindKey app. The application is in the FindKey folder from Updates
directory. Download Guardant Test.zip, unpack it, open Work_with_key folder,

and run FindKey.exe.

¢) Important! If the application does not start or throws an error
message, download and install Visual C++ component. Note that
you need the x86 version - vc_redist.x86.exe

The Key search window will then appear. Depending on the key type, select the
needed key and program and click Search. Use the context menu to create a

configuration file.
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® ' Find key - X

Use key type when generating configuration

v Find local keys v Find net keys
Local keys Net keys
Key serial number: 0X446B7A89 Key not found

License number: 30009184 | Program: MasterSCADA 4D | 05/2030

Generate key.ini for selected configuration | Search |

Figure 86

The key.ini configuration file is saved to a ProductName_LicenseNumber
folder. Move key.ini to the directory:
C:\ProgramData\MPSSoft\MasterSCADA4D RT\rt .

® Important! Such directories are default paths and can be changed
by the user if desired.

The key search will then be automatic as long as key.ini file stays in the

ProductName_LicenseNumber folder.

Backup key.ini

In case of a key.ini error, the key auto-search from the program folder at
C:\ProgramData\MPSSoft\MasterSCADA4D RT\rt\\ or from the instance folder

will be terminated.

¢ We recommend that you create a key1.ini backup file in FindKey
app.

If key.ini then throws an error when you use it, proceed to checking the keys in
the following order of priority:

1. DataPath*\key.ini
7. DataPath*\key1.ini

Page 95 of 99


af://h4-95

MASTERSCADA

ProgramPath*\key.ini
ProgramPath*\key1.ini

If the file has not been found, or has been found but shows an error when the

key in it is addressed, move on to check the next key.
*DataPath - instance folder
*ProgramPath - program folder.

For more details on using the keys, see the User Manual.

/ See also: Protection key errors

Keys problem checklist

Fixing the protection key operation
Fixing network key errors

Fixing Linux key errors

Using license kits on the same hardware key

Using license kits on the same hardware key

A hardware (or physical) protection key should be distinguished from virtual
keys. A virtual key is a license kit. Virtual keys are grouped into kits if so
requested during the hardware key record stage. Each virtual key is assigned a
unique number in 300XXXXX format. This number can be found in the FindKey

program.

To work with different license kits on the same hardware key, use the FindKey
program to generate a key.ini file for each virtual key.

® Important! You can have up to 5 license kits written to the same
hardware key.

The location of the key.ini file will depend on how many runtime instances need

to run on one PC:

If there's one executable RT file on one PC (virtual machine), key.ini
shall be placed at ProgramPath*\key.ini;

If there are several executable RT file instances on one PC, key.ini shall
be placed at DataPath*\key.ini.
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® Important! *DataPath and ProgramPath are abstract names of the
full path where the key.ini file will be located. The full path of
ProgramPath and DataPath can be found by checking executable
RT file logs. The log is stored at:
C:\ProgramData\MPSSoft\MasterSCADA4D_RT\rt\logs\

Here is an example of how ProgramPath and DataPath can be located in a log
file:

Log to : log/0/log_2023_12_11.txt

MasterSCADA 4D RT started (1.3.3.16313) Date: Dec 4 2023 20:31:13 ID: Demo
Platform: win64 (8)

(PID=24476) (Dir=C:\ProgramData\MPSSoft\MasterSCADA4D RT\rt)
ProgramPath=C:\Program Files\MPSSoft\MasterSCADA 4D RT 1.3\
DataPath=C:\ProgrambData\MPSSoft\MasterSCADA4D_RT\rt\server

Sizes pointer=8 long=4, int=4, DWORD=4

85062846: Change state from 00 to 03 (1) Date=11.12.2023 Time=10:50:07:837
Unsupported parameter : MasterPLC

Restart config disabled

Z See also: USB protection key

» Protection key errors

« Keys problem checklist

» Fixing the protection key operation
« Fixing network key errors

» Fixing Linux key errors

» Using license kits on the same hardware key
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Compatibility with antiviruses and
firewalls

MasterSCADA 4D is antivirus and firewall compatible and can even run under a
restricted OS user account provided that data receiving and sending ports are
enabled, MasterSCADA 4D working folders are accessible, and files can be freely
added and deleted. It should suffice in most cases to set rights/permissions as
described below. In some cases, however, additional permissions may be

required.

For the IDE

Set permissions to read and edit the working folder:
c:\Users\Public\Documents\MasterSCADA4D\[version number\]\\
For example: c:\Users\Public\Documents\MasterSCADA4D1.3\\

Set permissions to read and edit the folder which holds projects to be
loaded to the runtime: c:\Users\\user
name\ | \AppData\Roaming\MPSSoft\\

Enable the following processes to run: mplc, mplc_service, nginx, HMI
client.

To use remote OPC DA/ HDA servers, configure DCOM Windows.
Open adesired TCP port to add OPC UA tags (depends on settings).

For the runtime

Set permissions to read and edit the folder from which the runtime
starts. The defaultis:

for Windows: C:\ProgramData\MPSSoft\MasterSCADA4DRT[version
number]\rt\Server. For example:
C:\ProgramData\MPSSoft\MasterSCADA4D RT\rt\\

for Linux: /opt/mplc4.

Enable a TCP port to interact with the web server. The default is 8043
for Windows (or whichever is set in MasterSCADA 4D Monitor
settings)

and 80 - for Linux.
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To connect the host to the runtime (mplc4 process), port 30501 has
to be made available.

Ensure that TCP port 9615 is accessible as this is necessary for the
reports module to work in execution mode.

To use remote OPC DA/ HDA servers, configure DCOM Windows.
Open a desired TCP port to scan for OPC UA tags.

If MasterSCADA 4D is used as the OPC UA server, enable the
incoming TCP port. The default is 16550 (can be changed inside of a
project in the node's properties).

Also, if data transmission is used fromm MasterSCADA 4D to other
systems through Modbus TCP Slave, enable the incoming TCP port.
The defaultis 502 (can be changed inside of a project in the node's
properties).

To connect the IDE to the runtime, use UDP/TCP port 30550
(depends on the node properties). If there is more than one runtime
instance simultaneously running on the same PC, the port number will
be 30550 + <mplcinstance number>.

For internodal link, use UDP/TCP port 30550. If there is more than one
runtime instance simultaneously running on the same PC, the port
number will be 30550 + <mplc instance number>. Current values are
transmitted via a TCP port and archive data are transmitted via UDP.
To synchronize servers for redundancy, use UDP/TCP port 30550. If
there is more than one runtime instance simultaneously running on
the same PC, the port number will be 30550 + <mplc instance
number>. Archive data are transmitted via a TCP port; current values
and event archives are transmitted via UDP.

To get aruntime service event log, use TCP port 31550. If there is
more than one runtime instance simultaneously running on the same
PC, the port number will be 31550 + <mplc instance number>.

For the interaction between the web server and the runtime, use TCP
port 30750. If there is more than one runtime instance simultaneously
running on the same PC, the port number will be 30750 +<mplc
instance number>.

For the HMI client

No specific right/permission settings are required in most cases.
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